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1. LUURUL
1.1. L6MUU dJhaUuL B UNLYU LAPPLENE
Qynuiph hwdwjup.

Lbipyuwynidu Snwdpne ubiphwdwjupwihtu Gppniqwiht gwugnd whwgnpdynud tu pYny 9
dhypnwywnnpnuwihtu Gpeninpubp’ 87 wpwuuwynpuwihu dhongny: Gpeninhubipp uywuwpyynid
GU dwutwynp puybpniejwu Ynndhg: ULY ninlinpp thnfuwnpwywnép dpgnyenyd uwhdwuygws £ 150
£ npwd, uwywju thnfuwnpnidutipp hwuwnwgh ppwywuwgynid Gu 100 <L npwdny:

Snuiph hwdwjupnud ppwywuwgynn pwpbithnfunidubiph 2powuwlyubpnid, nnbu 2020 L 2021
pYwlywuubtiphu hwdwjupp &bnp E pbipt; pYny 66 «Fwqgbip» dwluhoh dhypnwynunnpnwitbp:
Lbiphwdwjupwjhu Gpeninwjhu gwugnud upqwd dhypnwywmnpniutiipp nbinlu s6u owhwagnpdynid,
pwuh np wuhpwdbion £ unp wnpwuuwynpunwihu dhongubinp 2whwgnnét) |hwpdtip duwynpywd
Gpeninwiht gwugh  2powuwlubpnd,  wwwhndbind®  wpwuuynpuwiht hwdwlwpgh
wdpnnowlwu pwhwgnpénwip: 2020 pYwlwupt hwunwnwsd, SHnwdipnt ubphwdwjupwihu
Gpeninwiht gwugny twhuwwbuywsd £ pyny 85 wnpwuuwnpwnwiht dhongubtiph 2whwagnpdnid:
Snwipnt hwdwjupwwbwmwpwup twywwnwy £ hunwwunnw ubphwdwjupwjht Gppeninwihu guugp
uywuwplyb owbpwwinpp'  hwdwjupwiht  Bupwlwjnyejwu  pulybpnyejwu  Jhongny:  Lowd
uywuwwypht  hwutbint  hwdwp  ubpluwyndu - $ndpne hwdwjupwwbunwpwuph  Ynndhg
hpwywuwgynid GU hwdwwwwnwuluwt wfuwwnmwupubip:

Jwuwdnp hwdwjup.

Ltipywynudu Ywuwdédnph ubphwdwjupwihu tpeninwjht gwugnud swhwgnpéynid tu pyny
19  dphypnwywnnpnuwiht  bppninhubp® 101 wpwuuwnpuwihu  dhongny:  Gpeninhubpp

uywuwpyynw Gu dwutuwynp puybtipnyeyniuutiph Ynndhg: ULY ninunph thnfuwnpwywpép yuqdnd
£ 100 << npwd:

«HWChUL' hwunu Yuwyniu U Ywuws Yuwnwdwpdwu» (444 "Ywohup) Opwgph
opswuwlyubpnd bwfuwwnbuynd £ $nudpp b Ywtwdédnp hwdwjupubpht inpwdwnpbp huquywu
Eyninghwwbu  dwpnip  wpwuuwnpuwht - dhongubp'  EGYunpwlwu  wywnpnaubp,  npnup
Yowhwgnpdytu ubphwdwjupwiht ywunuwynp tipeninhubpni:

Snduwjht hwdwwpgh pwgwlwinientup htwpwynpnieiniu sh pudbnund wunuwynp
ninunpwihnfuwnpniudubipnud hnjuwnpuwywnpéh wdpnnowlwu quwuddwtu wwwhnydwup, husu b
funspunnun £ hwunhuwunid ubiphwdwjupwiht Yuwunuwynp ninunpwihnfuwnpnidubpnd npwyjwy
swnwnigjniuutiph  dwwnigdwup:  LoJwd  ppwypbwyp hhduwlwund  ywjdwuwynpdwsd k
ubphwdwjupwiht npwuuwynpunnd Yhpwnynn nbintyuwnmjwywu nbuuninghwubph wwywuny,
huswbtiu bwl Ywunuwynp ninunpwihnfuwnpnudutiph puwgwywnnud qbubpwgynn Shuwtuwlywu
dhgngutiph tinh Ytpwhulynnniejwdp:

$nudpnt b Jwuwédnpp  ubphwdwjupwiht Ywunuwynp  ninunpwihnfuwnpnudutipnid
wmnduwjht hwdwlywpgh  ubpnundp  Ywwwhndh  ubphwdwjupwiht Gpeninwihu - gwugbiph
owhwagnpddwu wpryntbwybunnigjuwu b uwywuwnpydwu dwnwjnientuutiph npwyh pwpdpwgdwun:
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1.2. LAUSULL

Snudpp b dwuwdnp  hwdwjupubpnd  ubpnub]  uGphwdwjupwiht Ywunuwynp
ninunpwihnfuwnpnudubph  winduwht hwdwywnpg, npp  jhwpdbp Ynwpduh  hwdwjupubpnud
duwynpynn unp  Gpeninuiht  gwugbipp:  Lbpnpynn  winduwjht hwdwlwpgp dhndwd §
hwdwjuptubipnid  Jdwwnigynn  wnpwluwynpuwiht  dwnwjniejniuutiph npwyh  pwpdpwgdwup:
Ninunpubph  wnduwynpdwtu  dwdwuwlwyhg dGfuwuphqiubph  Yphpwnnwp  hwuwpwywlwu
wmpwuuwnpup Ynwnpduh gpwyhs: Uhwdwdwuwy ubpnpynn ninduwjht hwdwwpgp wbwp k
pwpdpwguh windubiph hpwgdwu, Yuwunuwynp ninunpwihnfuwnpnudutiphg duwynpynn hwunyph
Jepwhuybihnginiup bW pwthwughynieyniup, twwuwnbing'  ubiphwdwjupwih - wpwuuwnpunh
GYwdwnwpbpniejwu wybjwgdwunp:

Opwagpny  Uwfjuwwnbuynid £ Snudph b dwuwdnp  hwdwjupubipnd  ubipnub
ubphwdwjupwihu Ywunuwynp ninunpwihnfuwnpnudutiph wninduwjht hwdwlwnpg:

1.3. ubhfruU UL PLUSUUUNC

Synwdiph L Jwuwabnp hwdwjupubiph ubphwdwjupw)hu wywnpniuwiht
(dpypnwywnnpniuwiht) Ywunuwynp ninunpwihnfuwnpnudubin:

1.4. UNURUIHULL

Auwynpb Hnuiph b dwuwénp  hwdwjupubph  hwuwpwwlwu  wpwluwnpunp
wpryniuwybn woluwwnwuph gnpdhpwlwqd
- ginfuwnpwydwnpsh wdpnnowlywu Yyéwpdwt' innduwjhu hwdwlwpg,
- bppninwihu gwugh  2whwgnpddwu  wpryniwwybwnnipjwu  pwpdpwgdwt W
thnfuwnpwywpéph uwhdwudwu hwdwp wuhpwdbion bwfuwnpwiutiph unbndnid:

1.5. cu<unmvere

- Yynuwipp L Jwuwabnp hwdwjupubipp ubphwdwjupwihu wywnnpniuwphu
(dpypnwywnnpnuwiht)  Ywunuwynp  ninunpwihnfuwnpnudubph  dwnwyniejniuutiphg
ogwynn pwnwpughubipp (nininpubipp),

- Gynudpnt b Ywuwdnph hwdwjupwwbiinmwpwuubnp,

- Ynuwipp L Jwuwabnp hwdwjupubiph ubphwdwjupwjhu wywnnpntuwihu
(dpypnwywnnpniuwjht) ywunuwynp ninunpwihnfuwnpnidubin hpwYywuwgunn
Ywgdwybpwniejniuubipp:

1.6. £hPULULUUL UUR2PNRLLLENE
- huwmbigpwdnip)niu,



- Uwupnwpwjunieniu,
- Uhwuuwlwuntpjniu,
- Swppbtip mbuwyh nndubiph Yhpwndwu huwpwynpnieniu:

1.7. PLSEAJUDNML(E3BML

Snduwjht hwdwlwpgp wbwp Lt [huh  thnfuwnpwwpdh  Jéwpdwtu  dhwubwywu
huntigpywd hwdwlwnpg bW wwwhnyh nndubiph ennupynwdhg dhusl imbinGywwnyniejwu dowydwu
dhwutwlwu Ysunpnup 2whwgnpdnidp:

1.8. ULUCSUPLU3PLNMLIE3MU

Cwdwlhwpgp  wbwp £t huwpwynpnieyniu nibbuw wwwhndbint  wwppbip
nbnwwnwpnnnipjwdp npwuuwynpunwihu dhongubipnid (wywmnpnwitbpnud b dhypnwyinnpniutipnid)
wnnduwjht hwdwYwpgh Yhpwnnidp:

Cwdwwpgp whiwp E niubuw $hpuyjwsd b nhpbpbugywsd (nwppbpwlyywsd), wnwug hulyhsh
W thwy dnwnpny thnfuwnpwywnpdh yéwpdwt nbfuuninghwubtiph Yhpwndwt htwpwynpniejniu:

Lbpnpynn hwdwlwpgp wbwup £ pwdwpwph $Gnudpp b dwtwénp  hwdwjupubph
ubphwdwjupwihtu wywnnpnuwihtu (dpypnwynnpniuwiht) Yuwunuwynp ninunpwihnfuwnpnudubn

hpwywuwgunn jnipwpwusinip Juqdwybpwynipjwu (wuywfu Yuwgdwybpww-ppwdwywu &uhg)
wwhwugubiphu:

1.9. Uhuutuuuvifa-3Mu

Cwdwlwpgp wbwp £ wwwhnyh $nudph b dwuwdnp hwdwjupubiph hwuwpwlwlwu
npwuuwnpuind hinlyw) wwhwuoubph Yuwnwpnuip'
- pninp nndubiph wywnndwunwgywsd Yuwnwywnnid,

- wmndubiph wéwnph Ytwbiph, yéwpwihu wbpdhuwubph, hunbputin dhowdwiph b npwugnid
windubiph Jwéwnph hwoqwndwt wynndwnwgywd hwdwywpgh ubpnunid,

- npwuuwnpunwiphu dhongubipnud dnunph huyhs Yhwnbph (Jwihnwwnnpubpp W nintithwyngubinh)
nbnwlwinud b npw dhongny dnunph hulhs Yenbpnd dinfuwnpqwd ninunpubph (Ubpwnjwy’
tpplubynypjwl wpwinunyeyniuubp niubgnn nipunpubph’ pun Juwnbgnphwubph) hwodwndwu
hpwywuwgnud,

- wiindubiph Yhpwndwt wudunwugnigjwt wwwhnydwu hwdwlwpgh ubpnuncd:
1.10. ShUUu3hL LUVULUrS

Snduwjht  hwdwlwpgp wbwnp £ 2whwgnpdyp nbntluwunwywu wnbluuninghwubph
dhongny, wju whiwp £ huwpwynpnieiniu ntubuw wnpwuuwnpunp dbly inbuwyh dbYy mnduhg wugnid
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Ywwwpb]  dnyunpdnnw]  wnndubph b pwqdwdniuyghnuw| pwpunbiph, npnup  Ywpnn Gu
ognwgnpdyb ninunph Ynndhg ny dhwju hwuwpwywlwu npwuuwynpunud, wj| bwl pwnwpwjhu
Gupwlwnnigjwdpubipnh w)| puwgqwywnubipniy:

Cwdwlwpgp wbwp L huwpwynpnientt nwubuw  ennupytine b Yppwnbine vwpptp
nbuwyh wmpwuuwnpuwihtu pwpwnbp, tbpwnw|' pwqdwdniuyghnuw| b unghwjwlwu pwpunbip:

1.11. eNhuH UL 64 <U4ULUSG 4UD PNlUHUYUN

Lbipnpynn hwdwlwpgp wbwnp £ jhup dniuyghnuw] b huwpwynpnieiniu  pudtinup
$hahywlywu gnigwupputiph hhdwtu Ypw quwhwunb thwunwgh Yuwnwpywsd wofuwnwupp b

hwaywnyb npw nhdwg hwjwpwagnpywsd gnidwph swihp:

1.12. d6MrUu<duN1INh@E-3NkL

Snduwjhtu hwdwlwpgp wbiwp £ wwywhngh hnfuwnpywd ninunpubiph éogppun hwodwpyp
L hwunhuwuw gnpdhp' Hnuiph b Jwuwénp hwdwjupubpnd hwuwpwwywu nmpwuuwnpunp
woluwwnwupp wpryniuwybivn yunwywpbiine b yGpwhuybnt hwdwp:

1.13. sLWUUNRSLEMP UYELUSMU

Cwdwlwpgp wbwp § wwywhnyph hnfuwnpwywpéh quuddwu wdpnnowywunipniup b

pwgwnh thnfuwnpwywnpah yéwpnidhg funwwhbine pninp huwpwynp wwppbpwyubpp, ubpwnyw)’
hwuwpwywywu npwuuwynpnny bpplUbyniejwtu wpwnunyeniuutip niutignn ninnputiph Ynndhg
thnfuwnpdw wpunnuniejwu swpwowhnidp (Grb thnfuwnpdwl wpnnunieinup uwhdwuwthwy k):

1.14. auu<USMU 64 NPrNCNWULENrh HU3USMU

Mbuwp L ubipnpyh dwppbiphuqwjhtu gnpdhpwlwqd, npp eny| Yunw Yunwydwpbp nnduwhu
hwdwlwpgp U quwhwwb]  punniudwd  npnonudubiph wipryndupubpp’ uwhdwuwd

thnfuwnpwywpéh swihp Ywd nndubiph wnbuwlubipp:

Cwdwlhwpgp wbwp £ huwpwynpnyeinitt pudbnup hwodwplytp U quwhwunb
hwwpwapynn  thnfjuwnpwdwnpéh  swihp' pun  wnwudhtu  Gppninpubpnd swhwagnpdynn
wnpwuuwnpuwihu dhongutiph, puwn thnfuwnpnudutiph optiph W dwdtiph (Gpetiph):

1.15. <hULUWHUL <UULUSMME83MLLEN 64 dUMUJdnwuuer

Unyu wbhiuhjuwlywu wwhwuoubipnd  oguwgnpdynid  Gu  hbGwnlyw| hhduwlwu
hwulwgnypniuutpp b hwwywynwubpp



Nintithwlyng* ninunph dnwnph hpwyniuph Yunwywpdwt uwpp, npp bwfuwnbuwsd § nbnunpt
wywnnupwuuwnpuwihu dhongnid' dnunph nnwt dnwn: Ninbthwyngp bwfuwwnbudws k ninunpubiph
dninpp  enywwpbint jwd  wpgbugwybine hwdwp:  MnGhwyngp wbwp £ 2whwgnpdyh
Jwihnwuwnph htiwn dhwuht,

Uuhynd pwulujhy pwpunbip (PayPass/payWave)' JSwpwjhu gnpdhp, npp wwwnlwund &
wnwug Ynunmwlunwiht Jéwpdwu wnbluuninghwjh (PayPass/payWave) pwulwjhu pwpubiph
Ywintignphwht,

Shuwtuwlwu gnpéwppubph owybpwwnp® Yuqdwybipwniyeiniu, npp whwnp punniuh ninduwhu
hwdwlwpgh dhongny ppwlwuwgyws Jdwpnwubpp, pwulwiht pwpunbpny Jdwpnwubpp'
nbnwnpwd hwdwwwwwufuwt uwppwynpndutipny (Yéwpwjhtu wnbpdhuwubp, Juihnwunnpubp
U wy(u),

Phpdwtih (Bitmap)' ninduwjhu Yphsubiph ypw gpwugywsd phpbiph hwonpnwwunieniy,

Gpp' nuinnph Ynndhg Ydwpnyh thnfuwnpdwu Swnwnipiniu unwuwint hppwyniuph delwuqudjw
thwuwnp, uwhdwuwljwsd' dbnp pepdwd ninduh wwjdwuubpnd,

Liywpnuwght - winduwghtt  hwydbyopn'  gnidwpht hwdwwwwnwufuwt  wWwydwuwlwu
dhwynpubiph wwhwwudwu EGYuwpnuwiht dhowdwyp, npnug ogunwagnpddwdp huwpwynp k
ogwnytii nnduwjhtu hwdwywpgny wnpwdwnpynn dwnwjniejniutiphg,

hntunh$hlwughnt hwdwp' hwuwny wignphpuny uinbindynn pYwupwuubinh
hwonpnwywunientt,  npp  Gpwofuwynpnud £ win pYbph b hwonpnwlwuniejwu
jnipwhwwnynieyniup’ wnwug wju hinfubiint huwpwynpniejw,

Upwnujw mndu' nindu, npp hpwyniup £ nwihu bpplblb wdpnnontgjudp Ywd dwutwyh gbingh
hpwyntup niubignn pwnwpwghubiphu,

Ul gnigwly’ tnnduwyhu Yphsubiph gy, npnug hwdwp wpgbyws £ pninp gnpdnnnugyniuubpp Yud
npwug dh dwup,

Qwipyblphn’ EGYunpnuwihu winduwihu hwoyblyonh duwgnpn, uwhdwlwhwlws wnnduwihu
hwdwywngh dhongny inpwdwnpynn thnfjuwnpdwu dwnwjniejniuutipny,

Chwnwagwsd hwdwpnd® Yphsh hnbunh$hlywghnu hwdwpny hwoytlyohnp hwdwipbinig htinn,
Unhsh Unwh wtinGywwnynipjwt (Phredwthh) pwpdwgnu® wnweht huly Jwihnwwnpht hwtinig
hGwn,

Cwpytiyonp thgpwynpnid® duwgnpnh ninquyp hwd htinwagwsd |hgpwynpnid,

Qwtp-gnigwl' wndubiph gnigwy, npnug hwdwp pnywwpynd Gu pninp gnpdnnnieyniuttipp:
Yhpwnynd £ hhdwulwunid QR code-ny innduwjhtu Yphsubiph hwdwp,

ULnpdwwnhjwiht  wbntlwwympymi’ wnduwht hwdwlwpgnd  hwynwpwpwgpqusd
Ynudhgnipwghntu myjwiutinh hwdwjfunidp,



JGwpwiht wbpdhuw’ huptwuywuwpydwu wundwnwgdws uwpp, npp uwfuwnbudws k
wnndubiph dGnpptipdwu, hwayblyonh hwdwpdwu, hwoytyonh unnigdwu hwdwp,

Jwipnwwnp (dwybpwgunn uwpp)' wnnduwjhu Ypphsubph pninp wnbuwlubpp Yupnuine,
uinnwgbint, windup dwpbint, wndup Jwéwnp-dwpnup hpwywuwgubint hwdwp twuwwnbuwd
wnnduwjht hwdwYwpgh uwpp,

Sndu (Eywpnuwhty wndu)® ninunph hnfuwnpdwtu wwpdwuwgph  Yupnup  hwyjwuwnnn
EiEyupnuwht wd enpwiht Ynheny thwunwpning,

Snduwyhtr Yphsy (Yphy)" Shahlwlywl opjliln Yud dpwgpuwht wwwhnynw b wuwpwnwht
dhowduwyn, npp Ywpnn £ pwjhtu duny wwhb| mindubph ybipwptpjw wnbnGlwunynie)niu,

Snduwihtt  wypnpniyu®  hnfuwnpwydwpsh  Jypw  hhdudwd  ubiphwdwjupwih Ywunuwynp
ninunpwipnfuwnpdwu  dwnwjnyeyntt dwwnngbine wnwownpyh &b, uwhdwund &U' pun
dwnwiniejniuutiph gwuyh L wpdtiph,

Snduwjht hwdwywpg' wndubiph gbubpwgdwu, Jwpdwu, hwoqundwu Spwgpw-wwwpwnwihu
[nwoniy,

Snduph dwpnud® hnfuwnpdwt wwydwuwgpny ubpgpwyywsd dhongubiph uwwnnid wninduwjhu
hwoyhg Ywd ElGYunpnuwihtu tinduwjhu hwaytiyznhg,

®Pnfjuwnpuwywps’ Yuunuwynp ninunpwihnfuwnpdwt  ppwywuwgdwu  hwdwp  uwhdwudwsd
hwldwwwuwwuluwt  vwlwquwht  wwjdwuubp, npp wnwowpyynd £ dpgnyph  dwdwuwly'
dpgnypentd hwnenn uqdwytpwnipjwu Ynndhg Yud uwhdwuynud hwdwjuph wwgqwunt Ynndhg'
owbGpwwnph dhongny thnfuwnpnudubip hpwlwuwgubint nbwpnid,

Spwuquyghw® ninunph wnduwynpdwtu htin Yuwwywsd gnpdnnnueyniuttip, ubipwnjw| wnduh
Gtnpptipnudp,  JwybGpwgnwip, duwgnpnh  hwdwipnp, wndubiph  wbuwlubph  Jdwuhu
nbnGlwwnynypjwu hwyywnnidp,

Ninunpp  wbdtwlwy gpwubyuy’  wnduwht  hwdwlwpgnd  gpwugwd — ninunph
huptwuwwuwnpydwtu hwdwp twfuwnbudwsd LGYunpnuwiht dwnwnieniuutiph  dwwnnigdwt
hwybyws,

Oquuwwnbip® $hghywlywu Ywd hpwjwpwluwywu wud, npp nnduwjhu hwdwlwnpghg ogunynud k
npwbu  wpwluynpuwiht  dwnwjnieiniuubph  uywnnn  Ywd  npwbu  wpwluwnpuwhu
ninunpwihnfuwnpnudubiph wwwhnydwu dwutwyhg,

Myfare pwpwbip® tinduwjhu Yphs' Mifare standard + wnbtuuninghwyny wuhwnud unyuwlwlwguwu
pwnun,

NFC wbjutuninghwyny poowjht uwpptip' poowjht uwpp (Ywd kjGYnpnuwihu wpubunuwp)' NFC
shwnd, npp dhwgwd £ pwuluwipu  pwpnp  Edngughwind’ wuhwynd  JGwpwghu
Sdwnwjnipyniuubiphu (ophuwy' Apple Pay, Samsung Pay, Android Pay W wjju),



Pwulwiht pwpwn® pwulybph Ynndhg pnnupyyws Jwqupuwlywu dwwwytu, EMV shybpny U NFC

wuhwynw  Jéwpwjht pwpwnbp Ywd npwug wbnGynieniuubiph  Yphsubin, npnug  dhongny
hpwywuwgynid Gu yéwpnudubip,

API (Application programming interface)' wwuwpwuwnh pupwgwlwpgbnph, $niuyghwutiph owpp,
npnup wnpwdwnpynd Gu npnawyh dpwagpwihu unwunwpnubpny' wpnwphtu wy dpwgpwihu
dhowywptiph htivn myjwjubiph onbdwpwup b dwnwnientuutpp hnfuyuwwygbiint hwdwp,

NFC (Near Field Communication)' Ywpd wppnypny (dpus 10 ud)  pwpdp
hwéwluwlwuniejniuubph wujwp hwnnpnwygnyjwiu nbluuninghw, npp enyp £ wwhhu Yupbd
wmwpwdnipniuutpp ypw nbnulywpywd uwppbph dholt hpwlwuwgubp ndjwubph wuhwnd
thnfuwuwyned,

SMS® poowhu GSM gwiugh dhongny Yunpé wnbipunwiht hwnnpnwgpnyejwu thnfuwugnd:

1.16. dUvVUuUNrgh vusuwurur cuusMMe-3uLe LsMrLuu3usdni
nucuLLEre

Uwwnwwpwp Cuybpnieiniup wbwnp £ wwywhndh hwdwlwpgh wdpnnowlwu ubpnunidp:
Ywwnwpjwsd wotuwwnmwupubpp wbwp E ubpwnbu’

- Cwdwlwpgh nbfuuninghwlwtu twfuwgdnd (ywwnyhpwwnth hbn' hwdwadwjubgywsd),

- Jwdwlwpgh  wyluwwmwuph  hwdwp  wuhpwdbon  uwpp-wppwynpnidubinh
dwwnwlwpwpnud, mbinwnpnud, Yupguynpnud b gnpdwpyned,

- dSpwgpwiht wwywhnydwu dowynid,

- dpwgpwiht wwywhndwtu nmpwdwnpnud, inbnwnpnud, jupgwynpnw W gnpdwpyned,
- nyjwiutiph YGunpnuwgywsd pwquih duwynpnid,

- hwdwlwpgh gnpdwpynud b pwhwgnpddwt hwudund,

- hwdwlwpgh Gpwotuhpwihtu W hbnbGpwofuhpwjhtu uwywuwpynid:

Cwdwlwpgh  ubpnpdwtu  dwdwuwy wbwnp Lt hwodh  wnubp  hnfuwnpwywnsh
hwyjwpwgpiwu hwdwywpgbiph qupgugdwu hwdwfuwphwiht dhinnwiubpp:

Lbpnpynn  hwdwlwpgp wbwp £ huwpwynpniejnit niubuw qupguuwint b
wpnhwlwuwuwnt' wybjugubing unp wwppbip W wbfuuninghwubip:

Uwwwwpwpp Ypnid £ ywnwufuwuwwnmynieiniu dpwagnpp ybipouwwu wpnyniuph hwdwp:
®npawnnipyniu’

Cwdwlywpgh dwwnwlwpwp Cuybpnyeniup wbnp £ dwutwghwnwgwd |huh  pwpép
wbfuuninghwlywu Jéwpwihtu b hwoywwwhwlwu, huswbu twl npwtuwnpunp b unghwjwlwu
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ninpinh - phqutiup  Gwprwpwghwnniwt b Ywqdwybpwniyeyniuubph unwywpdwu
hwdwlwpgbph dowydwu b ubpnpdwt woluwwnwupubipnid:

Cwdwlhwpgh  Uwwwlwpwp  Culybpnyeyniup wbwp £ nibbuw ubphwdwjupwjhu
(pwnwpwjht puwywywjpbipnud) b dpdpwnwpwipht mpwuuwnpund (dwutwynp thnfuwnpnn
Ywaqdwybpwnigjwu Ywd hwdwjuph Ywd wbwnnejwu Ynndhg uwwuwplynn bppniqwihu
gwugbipnud, puswybiu twlb hwdwygywsd) wnduwynpdwu hwdwwpgh ubpnpdwt hnpé L
Yhpwnjwéd dennwpwuniyeiniu, npp ubpwnnw £ hunbgpywd |ndnwdubp, npnup dbly dhwutwlwu
hwdwlwpgnud Gu dhwynpnd ininduwjht hwdwwnpgh pninp pwnunphsubpp: <wdwywngh
Uwwwlwpwp  Cuybpnigniup - wbwnp £ hwdwlwpgh  ubpnund  hpwlwuwgpwsd  [hup
(wofuwwmwupubin, npnup dwwnwlwpwpht punipwgpnud Gu, npwbu wphunwywpd b Junwhbih
gnpdpuytin) wnujwqu 100 2wpdwywqgd niubignn ujuquagnyup 3 pwnwpnid* ypohtu 5 nmwphubipp
pupwgpnd U ubpyuwjwguh thwuwnp hwjwunnn  thwunwenetp: Culbpniyejniup wbwnp |
ubpyuwyjwgup pp Phuwtuwlwu Yuyniungeiniup hwjwuwnnn hwunwpnebp’ yepoht 3 nwpjw
Yunpywdpny Ppuwtiuwywu ppowuwnnip)nLup:

Cuytipnieyniup wtiwp k£ ubipyuwjwguh uwppwynpnudutiph wpunwnpdwu b gy ninpuined
owhwagnpddwu  Jdhowqquiht  swihwuhoubpht  hwdwwywwmwufuwunigjwu  hwyjwuwnwgptpp:
Snduwjht hwdwlywpgh Uwunwlwpwp Culbpniejwu Ynndhg ubpluwjwgwsd uwppwynpnudutinp
wbwnp E niubbwu wpnnuwgpbp wnujwqu VISA, MasterCard (EMV Contactless) W UpdGuhwtu Lwpn
Jéwpwjhu hwdwlwnpgbph Ynndhg, htswbu twlb wwwhnyh wuhwynwd (NFC) Jbwpnudubiph
punnitunudp Apple Pay, Google Pay, Samsung Pay U wj| yéwpwjhu hwybijwdubpny: Uwwnwlwpwp
puybipnigyniup wbinp £ wwwhnyh wninduwjht hwdwlwpgnd pwhwgnpdynn pninp inbiuwyh
qwihnwwnpubph  wpwnnuwgpnudp hwdwwywwwufuwt  Jéwpwiht  hwdwlwpgbpnud - L
wpngbuhugwjhtu Ybuwnpnup htwn  punbgpnudp' wuhwynd  pwuluwihu pwpunbpn L poowyhu
uwppbph Jéwpwihu hwybjwsdutipny Jéwnpnidubiph punniudwu hwdwn:

1.17. UvuULUreh veMPUUL duUusse

Snduwjht  hwdwlwnpgh ubpnpnwp twpuwwbuynd £ ppwlwiwgub]  wwjdwuwgph
dyuwpyhg htwn tpbip thnybpny’

1-hu-wyhppnwypu thny' «HUSHLL' hwunu uyniu b Yuuws Yunwdwpdwuy» (Y44
“twohup) Opwagnph 2powuwyubipnid $yndph bW Ywuwdnp hwdwjupubphtu tnpwdwnpywé huquywu
ElGywpwlwu wywnpnwubpnd winduwiht hwdwluwpgh ubpnpnud W gnpdwpynd’ deluwnpyp
opjwuhg htinn hup wdujw pupwgpntd:

2-pn-thny Hnudpne b dwuwdénph  hwdwjupwwbunwpwuubph hbn  hwdwéwjubgwd
Ywpgny U dwdybwnubpnd® Hnuwdpne b dwuwdnpph ubphwdwjupwihtu Gppeniqwihu gwugbpnid
owhwanpdynn dinu wywnninpwuuwynpunwihu dhongubtiph ubipgpwynd ubpnpgwé  wninduwhu
hwdwlwpgnd' ufuwsd 1-hu inyhg hbunn wnwybjwgnyup snpu wdujw pupwgpnid:
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3-pn-thny' Ynudpne b Ywuwdnph ubiphwdwjupwihtu Gpeninwiht gwugbpnud hwdwipynn
wywnnunpwuuwynpunwihu - Jdhongubph  ubpgpwynd - ubpnpdwd winduwght hwdwwpgnd'
Muwydwuwagnph gnpdnwutiniejwu dwdytinh wdpnng pupwgpntd:

1.18. duvUuUreah nu<MULNRUC 64 UNUUUrYNWU L

Snduwjhtu hwdwlywpgh uwppwynpnwdubph hnwwih wofuwwnwupp wbwnp £ hhduwéd |hup
pwpépwywng uwywuwpydwu Yypw:

Cwdwlywpgh Uwwnwlwpwp Culbpneyniup wbwp b <wjwunwuh <wupwwbnnyejwu
Snudpp b dwuwdnp  hwdwjupubpnud niubuw  ubipyujwgnigsnienitu Ywd  gnpdpuytin, npp
Uhpwlwuwguph  hwdwlwnpgh owbpwuwhy uvwywuwpynwp:  Uwwwlwpwp Cuybpnigjuu
utipywjwgmghsp  Ywd  gnpdpulpp whwp £ hpwhwuwguh - hwdwluwpgh - Spwgpuhu
uwwuwpyndp, wju £

- 24/7 wufuwthwu gnpdniubiniejwu wwwhnynid,
- Opwagpwihtu pwpdwgnwdubph hpwlywuwgnid,
- Mwwnyhpwwnnth ywhwuony Ywpqwpbpnudubiph hpwlwuwgnid,

- Mwwuyhpwwinth wwhwueony Spwgpwih ny twhwu (ny bwywu £ hwdwpynd pninp wju
woluwwnwupubpp npnug hwdwp dwutwgbnhg Yuwhwuoyh ng wybi| pwu 5 woluwwnwupwihu on)
thnthnfunipyniutiph . hpwlwuwgnud:  Uwwnwlwpwp  Culbpnyeiuwu  ubpluwjwgnighsp Yud
gnhpdpultipp wbwp £ hpwlwiuwguh hwdwlwpgh wwwpwunwhtu ndndubph uywuwpynudp,
wwwhnybin' wywnpnwubph W Jdpypnwywnnpniuubph Jwihnwwnpubph, ninbwyngubpp b
ubipybpwjht hwugnygh uwpp-uwppwynpniudutiph nbfuuhwlwu uwwuwpynidp:

1.19. duvuuurgeh yurLudnrmuvsrb 6PUuchuh£e

Cwdwlwpgh  uvwpp-uwppwynpnudubpp  wbwp £ nubuwtu  wpwwnpnnh  Ynndhg
Gpwotuwynpywd wnudwqu Gpynt nmwpjw Gpwofupp: Gpwoluhpwiht uwywuwpynwip wbwnp k
hpwywuwgyh Lwjwunwuh Lwupwwbwnpyut  wwpwdpnud Uwwnwlwpwp  Culbpnigjwu
utipluywgnigsh Ywd  gnpdpultipng  Ynndhg:  Uwpp-uwppwynpnudubiph  Gipwafuhpwjht
uywuwpynidp wbwnp £ hpwlwuwgyh nnowdhwn dwdybinubipnd jwd wnpwdwnpyh thnfuwphunn
hwdwndbtp uwpp-uwppwynpnud, dhus' fuwhwudwsd uwpp-uwppwynpdwu YyEpwunpngnidp:

1.20. NRUNRSNKU BU dGrUNMUSMUUSMU

Snduwjht hwdwlwpgh  wpryniwwybinm  ubpnpdwt twywwnwynd  Uwwnwlwpwnp
Cuybpnyeyniup wbwp £ ppwlwuwguh  wudtwlwquph'  hwdwjupwihu  dwnwjnnubiph,
wmpwuuwnpuwiht  Juqdwybpwnyeniuubph b uywuwplydwtu  dwnwjniejniuutiph dwwnnigdwu
gnpdpupwgnd utipgpwyywsd wotuwwnwyhgubiph nunignud b yipwwwwnpwuwnnid:
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2. SNUUU3hL <uvuwurehtL veryu3dusdyna cve<uvmr
nucuLLLENre

2.1. Uvuyureh uchuusSuuvLh UuPrnLLLEre
Uhwutwywlwu nnduwjhtu hwdwlwnpgh wofuwwnwuph uygpniubpu 6U°

- Upwutwlwtu nnduwjhu hwdwlwpgny wwwhngnud® Yndph bW dwuwadnp hwdwjupubiph (puwn
wnwdhu hwdwjupubtipnh) ubphwdwjupwjhu wywnnpnwwihtu (dhypnwywnnpniuwiht) Yuuntwynp
ninunpwihnfuwnpnuubph wdpnne hwuwpwwywu npwuuwynpunp (wulwiu yuqdw-ppwdwywu
Gluhg),

- Upwutwywu  wnduwjht  hwdwYwpgh  uvwpp  uwppwynpnwdubph  (Juihnwwnnputp,
ninGthwyngutip)  wbnwnpnud Sndpnt b dwuwdnp  hwdwjupubiph  uGphwdwjupwhu
wywnnpnuwiht (Jhypnwywmnpnwwwiht) Ywunuwynp ninunpwihnfuwnpnudutipnd ubipgpwyywd
pninp wpwuuwnpuwihu Jhongutipnud, nppg’

- 10-wywu EGYunpwlwu wywnnpnuubph hwdwp' wbnp £ abnp pbipdbu Uwwnwlwpwp

CuybGpnypjwu Ynndhg b mbnwnpybu wyhinunwjhtu thnyh pupwgpned,
- Jjnwubipp’ whwp £ dbnp pbpdtu Ynudpne b Ywuwdnph hwdwjupwwbnwpwuubph Yud

thnfuwnpnn  Ywqdwybpwnieniuutiph Ynndhg b Uwwnwlwpwp Culbpnigjwu Ynndhg
nbnwnpyttu  hwdwjupwwbnmwpwuubph b ghnfuwnpnn  uqdwybpwnieniuubph  hbwn
hwdwdwjubgywd dwdybivnnud b Yunpgny,

- AYnu nnduwhu ypnnniywnubiph unbinddwu huwpwynpnieniu,

- Sndubiph Jwdwnph Jwwshih wwppbpwlubph unbndnd® windubiph Ywufuhy b wulwulupy
Gbinppbpdwu huwpwynpnipniuubiph wwwhnynid (Ubpwnyw) hunbpubn dhowyw)nphg),

- 3nudph b Ywuwdnp hwdwjupubipnd gnpdnn yéwpwjhu nkipdhuwubphg Ywutuhy Gnwuwyny W
pwuywjphu pwpwbiph dhongny nndubiph dtinpptipdwt huwpwynpniejniu,

- Ujwnpnwtbpnud (dhypnwywnnpnwiutipnud) inbnunpwd Juihnwwnpubph dhongny pwulwihu
pwpwbipny windubiph &dtinpptipdwt (ninlnpnigjwu hwdwp yéwpdwt) huwpwynpniejniu,

- Uujwuwlwu, wudbwp W qbins vwlwqubpny GpplUbybint wpunnunygjwdp (wpnubdbun b
Jywjwywu) wnndubiph tnpwdwnpnid b hwyywnnid,

- Ungwtug Jbwpw-hwoqwplwjhu hwdwlwpgbiph htwn thnfugnpdwygnypjwu huwpwynpnipjw
wnpwdwnpnd,

- Sndubiph Jwéwnph U ninunpwhnuph ybpndnipjwu huwpwynpniginiutiph wwywhnyned,

- Snduwjht  hwdwlwpgh 6Yntt  hunbgpdwu  Ywd punywjudwtu  huwpwynpnieniutbph
wwwhnyntd:
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2.2. <Uvuuyurghs ossdnivere 64 Lruus snrounm3euere

Ogwynnubip Llwpwaghp Pnfugnpdnipjwl ninnhubipp
Ninlinpubip Ninnpubipp whwnp & Snduwjht hwdwlwngh
huwpwynpnieiniu niubuwu dwnuwjntejntuutiph npwdwnpdwu
hwdwywnaghg ogunybijnt Ywjp
wwunwlwu W Snduwjht hwdwlwngh
hupuwuwwuwpyynn dwnuwjntejniuutiph npwdwnpdwu
wmwppbipwyubpny poowhu hwybywd
Jdbwpwjhu wnbpdhuwubp Yud
hwybjwdubp (Ywpnn Gu |hub) 3-pn
Ynndh htin) npnup API-ny tninduwjhu
hwdwwnpgh hbwin hunbigpwd
(hubny' npnawyh dwnwjnigyniuutiph
hwuwubniejntt Gu wuwywhnynid
Spwuuwnpwnwihu dhongubipnwd
wnbnwnpywd Jwhnwwnnpubp b
ninGthwlngubip
Spwuuwynpunwih | Pnfuwnpnn Upfuwwnwyhgubiph hwdwp
U dwnwjniLejnLu Ywgdwybpwniejniuubip Ywd Uwluwwnbuwsd dpwagpwjhu
dwuwnnignn owbpwwnnp huwnbipdbjuubn
puybpnipyniuttp Quudwuwh -owbpwwnnpubip
Snduwjhu Snduwjht hwdwlwngh Snduwjht hwdwlwngh
hwdwywngh Ywnwywpdwu Ywnwywnpdwu
owbipwuwnp wwwnwufuwuwwniubip, npnup | Wwwnwufuwuwwniubph hwdwp
wbwnp £ wwywhnybu Uwluwwnbuwsd dpwagpwjhu
hwdwywngh punhwuntp hunbpdbjuubn’ jnipwpwugnip
gnpdniubiniejniup hwdwjupnid
Snduwjhu Lwdwywpgh Uwwnwlwpwp Uptuwwnwyhgubiph hwdwp
Lwdwlwpgh Cuybipniejwu ubipyuwjwgnighs | bwfuwwnbugwsd dpwagpwihu
dpwgnw- Ywd gnpdpulbin, npp whinp £ | hunbipdbyuubip
wwwnwunwipu wwwhnyh hwdwlwnpgh
uwwuwnynn uwwuwnynidp

Pwuy-EYyw)bp

Ywqdwybpwnienwubp Yud

Upfuwwnwyhgubiph hwdwp

pwultip, npnup whiwp L Uwluwwnbuwsd dpwagpwhu
wwwhnybu pwulwhu huwnbipdbjuubn

pwpwntipny wnindubipp

wulywufupy yéwpdwu

huwpwynpnipintup

2.3. <uvuuwurgh uchuusuvLh nuvuutere

Cwoytlonh dwuht nbnbGywwynipiniup b winduh puophuwlyp nt YplYuophuwlyp wbwp £
wwhybu wnnduwjht hwdwlwpgnw W Yphsh Yypw:
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Sndubiph Jwybpwgdwu dafuwuhqdubpp’

- Ywihnwwnpp wbwp £ Yphshg Yuwpnw inbinGywwnyniejniup, thnfuwugh ninduwjhtu hwdwlwpghu,
npu k| wbwp £ Yuwywguh npnand’ ninbihwyngp pwgh pE ny,

- Ywuwh Ynpunph Yud Juwn hubne nbypnd” vindup Juybpwgdwu npnonudp wbnp £ uywgup
Juihnwwnpp' pun ult bW hwuwn gnigwyubiph W Yppsh ypw tinwd wnbinblwwnynipjw,

- Snpdwppp hwunwwntbiingg hbunn Juihnwwnpp wbwp £ JGpwihnfuh Yphsnd wnindubiph b
hwaoytiyonh Jwuhu wnbntlwwnynyeniup (Bitmap),

- Snduwjht hwdwlwpgh htivn Ywwh YGpwlwuquwu nbiwypnid wnindubipph b hwoytyonh dwuhu
nbnGYwwnynyeniup wbwnp £ hwdwdwdwuwybgyh ninduwjht hwdwlwpgh htiw:

Uoqwd dbfuwuhqdp whbwp b niubuw hbnbw huwpwynpnyeniuubpp’
- Cwyytyonh |hgpwynpnid, winduh &tinp ptpnud hnwhwp dhongny,

- Uh hwaytlonhtu dh pwiuh Ynhsutip Ygbint,
- huwpbnyeyniuubph nbd - wwjpwp' hpdudbind  dBd  pwuwynipjwdp  wdjwiubph  ppwlwu
dwdwuwynid ybipndniejwu hhdwu Ypw,

- Lwdwlwpgh dnupwnnppugh ppwywuwgnd' ppwlywtu dwdwuwynd U Yeunpnuwgdwsd
wywnndwinwgywd pwpdwgntd:

Lwdwlwpgh b Juwybpwgdwu uwpptiph dhol uwwh pugwlwjnieiniup swbivp £ hwugbigup
gnpdpupwgh punhwwndwup: <wdwlwpgh hupwjwp  wofuwwmwupp wbnp £ Juwwpyp
twhiwwbu  Ywgqdwybpwyws U wnbnunpjwsd Yndwnubunubph L Gupwhwdwlwpgbiph
hwdwygdwu wpryntupnid:

2.4. SNUUGNh JUdGrusmu

Sndubiph Jwybpwgnudp wbwp £ hpwlwuwgyp'
- dwihnwwnpp wbwnp £ Yphshg upnw ndjwuting,

- Ywihnwuwnpp Yppshg unwgywd ndjuwjutipp wtivp £ ninwpyph hwdwlwnpgh YEunmpnuwwu dwu
L dhbunyu dwdwuwy Ypphsh ypwihg hupunipnyu Ywwwph ndjubph unngnid  (odjwju

uinnigntd),

- dwipnwwnpp wbwp £ ppwlwuwgup nfup unnignd® Yphsh ule gniguynid winfuinyejw
yopwpbnjwy,  puwbu - twl  Yppwwingpwdhwgh unwunwpnp b pupwghly - duwgnpnp:
2nigwhbnwpwn wjn woluwwmwupp wbwp £ Ywwnwpyh YEunmpnuwlywu hwdwlwpgnid,

- bpt uwpiwwnbujwd dwdwuwlywhwwnydwdénd YEunmpnuwwu hwdwlywpghg s6u unwgyb
qwybpwgdwt dwuphtu ngjuiutip, wwyw dnunph pnywuyniejwtu dwuht npnanidp wkiwp £ wpgp
hhduytiny (nyw| unnigdw Yypw, npp win wwhht wbwnp L wpnbu wjwpundwsd |hup: Uju nbwpnid
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et YGuwnnpuwywu hwdwlywpghg uwnnigndubiph wprynipubipp hwuund U bwuwnbuwsd
dwdwuwynwd, www npwup wbwnp £ nhunwplyyblu wnwouwyhu:

- Oujwju Jwybpwgdwu pupwgpntd Gpp Ywwp fugnid k, dnunph hpwyntuph hwdwp npnanwdubph
punntunudp wbwnp £ hpwywuwgyh (nyw) ywybpwgdwu wpryniupubinh hhdwt pw:

- [Fupdwgqws nduiubpp Juihnwwnnpp whnp £ dtpwidinfup Yphsh dpw (uinbindnud £ unp
bitmap),

- Jdwipnwwnpp wbwp £ hpwdwtu  ¢nfuwugh nintithwynght' dnunpp  pnywnpbine Yud
seny|wwpbint Yepwpbinjuy,

- Unwnpbiph ybpwpbipjw) wyjwjutpp wbiwp £ dwdwuwlywynp ywhwywuytu Juihnwunnph ubpphu
hhonnnypjwu dbg, htunmwaqw)nw Yaunpnuwlwu hwdwlwnpght thnfuwugdwtu hwdwn:

- Ywihnwuwnpp wbwp £ wwppbpwpwp hwdwdwdwuwybgyh YGunpnuwlywu hwdwlywpgh hbwn:

2.5. urpALErr <hULULUL SPNENPL M dMLUShALULNLE3MLL

Cwdwlwpgp whwp £ wwywhndwsd [pup wnwpptp wnbuwyh Yphsubph Yhpwndwu L
Ywnwywpdwu huwpwywnnreiniuutpny:

Uppsubiph hhduwlw whybpu 6o
- Utjwuqudjw ogunugnpédwt nnndu (enpwjhtu LitYwnpnuwjhu mwppbpuwlny QR code).
Nhnlnpp wbiwp £ huwpwynpnyentt niubuw delwuqudjw wnindu qubip tnndubiph Juéwnph
ytirmbiphg (quudwwwh-owtipwwnphg), yéwnpwjhu mbipdhuw|utiphg Ywd EiGYunpnuwihtu Jéwpwihu
wy| dhgwywyntiphg:
Jdbwpwjphu nbpdpuwih dhongny Ywwnwnpbiny yéwpnid, ninunpp dtinp £ pbipnud wiindup (QR
code): Ybwpnuip hwuwnwwnbiing htiwnn, nnduwjht hwdwlywpgnd wbwnp £ wnindup gbubpwgyh, b
wju wnpwdwnpyh ninunpht: Minunph Ynndhg dGlwugqwdjw wnndup QR-h Gplwgnn dwup
qwihnwwnph uywubpp pw ujwuwynpbinig hbwunn, wninduwht hwdwlwpgp nndup wbwp L
unyuwlwuwgup b dwph wju: Snduh dwpbnig htitn wbwnp £ pwgyh ninbthwyngp:
ElGyunpnuwihu Jéwpwihu wy Jhowywipbphg wnindu &bnp pbipbint nbwpnud® Jdwpnuip
Ywwwnpynwd £ EGYunpnuwihu mwpptpwyny b hwdwlwnpgp API-h dhongny qbiutipwgunud £ QR
code-p" Uwiph wkupny, npp wihnwunpp whinp £ Ywpnw pgowht uwnph Eypwupg:
- Mifare pwpuwbp.

UpnubdGuwmwiht pwpwbpny ninunph dnwnph hpwyntupp Yuwpgqwynpynid £ ng hwynidwhu
Mifare pwpwh dhongny: Lwpwnbipp twjuwwbtu &binp pbiptiing htivin wuhpwdbon £ npwup
Ihgpwynpbp Ywd qubind  winduwihu - wpnpniyu® Ygbp  pwpunpu: Lhgpwynpnwdhg  hbwnn
hwdwywngnd wtwp £ wwhyh |hgpwynpdwup hwdwwwnwutuwu hwoydtyzhnp, huy innduwhu
wnnnntyuh qudwu nbwpnud® uwb mnduwihtu wpnntyuh dwupt wbnblwwnyniegniup:
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Gpp ninunpp pwpunp dnnbiguh Jwihnwwnphu, hwdwlwpgp wbwnp £ unyuwywuwgup
pwpwp, Ywwwpbing' il unngnd Ypphsh ul gniguynud - wnunipjwu, huwbu  twl
Uphwngpwdhwih unwunwpnh b pupwghy duwgnpnh ybpwpbipu: 2niqwhtinupun wn
wo2luwwmwupp whiwp § Yuunwpyp Yeunpnuwlwu hwdwlwnpgnid:

Sndup dwpbiniu  qniquhtin - wbwp L hwodblyonhg hwdwwywwmwufuwtu  ujwgbignid
hpwywuwgyh W unyu wbnblwwndnpuu Jbpwgpwugnud® twl pwpnh Jpw: Pwugwuwlwu
pwjwuuh nbwpnwd dnuinpp wbiwp £ dbpdyh U nintithwyngp spwgyh:

Nuinunpp wbiwp £ huwpwynpniginiu niubuw Mifare pwpwtp dtinp pbpbiint quudwwwh-
owbGpwwnpubiphg Ywd wj Jwbwnwlybnbphg: Lwpwbpp wbwnp Lt huwpwynp  |hup
ytipwihgpwynpt| quwudwwwh-owtpwwnpubph dnwn wd Jéwpwihu nbpdpuwubph dhongny
ElGYunpnuwihtu Jéwpdwtu Gnwuwyubipnd (3-pn Ynndh poowihtu hwybjwywdutinny, Ywipbpny L
wy|u):

Lwpwnbph (Mifare) Ywujuhy Ywd wulwufuhy (hgpwynpdwtu nbwpnid ninunpp wbwnp k
dnnbuw  quudwwwh-owbpwwnppt:  Lwpwp hwdwwywwnwufuwt  uwppwynpdwt  Ypw
unyuwlwuwgnuihg b Jéwpnwp Jwwwpbingg htnn  hwdwwywwnwufuwtu  wypnnnyup  Yud
gnudwnp whwp £ dipwgpuugyh pwpwnp ypw:

Jéwpwjhu wbpdhuwutph L EGYwnpnuwht Jéwpdwu  nwuwlubpnyd  |hgpwynpdwu
nGupnd’ |hgpwynpnpnuip whwp £ Juwwndh Yphsh hnbunh$hlwghnu hwdwph dhengny:
Ninunpp wbwp £ hwdwwwwwufuwu nuonnd hwjwph pnbunphdphlwgnt hwdwpp L puwnpp
updwd gnudwnh swithp Ywd wypnnnyunp nbuwyp b yéwph guwéd dwnwjnigjwu hwdwn: Lwpunp
Ypw Bitmap-h thnthnfuniejniup wbwnp £ wnbnh niubuw [hgpwynpndhg htivin Mifare pwpwunh W
Jwihnwuwnph wnwoht huy hydwu dwdwuwy:

EltYywnpnuwghtu wmndu (E-ticket, NFC).

ElGYwnpnuwihtu tmwppbpwyny wnndubipp wbwnp £ huwpwynp (hup &tinp pbpb| poowjhu
uwnpbiph yéwpwjhtu hwybywséutipny (Apple Pay, Samsung Pay, Android Pay U wuwngutin) Jwu
wuhwnd pwulwjhtu pwpunbiphg (PayWave, PayPass)' NFC Ynhsh dhongny: Syjw| nbwpnid inndup
Jébwpdwu, gbubpwgdwu, Jwybpwgdwu U «dnuinph pnyjwwnpdwu» pupwgpp wbwnp £ Yuwwwnyp
dhwdwdwuwl' wudhowwbiu poowihtu uwppp Ywd wuhwynd pwulwihu pwpup Juihnwwnnphu
hwbtinig htiwnn:

Uuhynud  pwulwjpt  pwpwnbpp Ywd Jéwpwjpt  hwybjwédubpp npwybu |hgpynpynn
wpnubdtunwihtu pwpun .

NuinGynpubipp wbwnp £ huwpwynpniginiu niubuwu hpbug wuhwnid pwulwihtu pwpnbpp
Ywd poowihtu  uwpptph Yéwpwhu hwybwdubpp gpwugbint winduwht hwdwlwpgnd,
(hgpwynpbnt b hGwnwaquwjnid ogunwagnpdtiint npwtiu wpnubdGuwwiht pwpwn: SYjw] wuhwnd
pwulwihu pwpwinbipp Ywd poowihtu uwppbipp (hwdwwwwwufuwt hwybjwdény) uihnwwnnphu
hwtiinig htwnn npwup wtwp £ nlw| unyuwwuwgytu npwbu wpnubdbun b unnigybu npwug
wnlwjnieiniup  ul  gnigwynd:  2niquhbnwpwp  wyn  gnpdpupwgp wbwp Lt Ywwwnyp
yunpnuwlwu  hwdwlwpgnud:  Sndup  dwpbntt gniqwhtn - wbwp £ hwayblonhg
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hwdwwwwufuwu ujwgbignud Juunwpyp: Puguuwlwt pwjwuuh nbwypnid hwdwywpgp wtwp
wywnndwn hpwlwuwguh wnindup yéwph quudnid wnyjw) pwuywihu pwpinhg Ywd poowjht uwnpph
Jéwpwjhtu hwybwsdhg' wlynhywgubing Juihnwwunph hwdwwwunwuluwu Jéwpwihu dnnnyp:
SYyjw| nbwpnud wnndup Jéwpdwu, qbubpwgdwu, Jwybpwgdwu b «dnunph  enyjwnpdwus
pupwgpp Ywwnwpynud £ dhwdwdwuwy:

18



3. <uvuuurgek $nvusnuuL yunmsdJyuoLe

Cwdwlwpgp wbwp k hup $niuygnuw) b wwywhnyp'

- Snduwyht ywpnnniunh Yunwywpnudp, npp pny| Yuw unbindti, thnthnfub b ubipnubp mnduwphu
wpnnniyubin,

- Snduwyhtu Yppsubph pnnupynuip b hwdwnnudp, npp pny; Yuw Yunwldwpbp ninduwhu
Uphsubiph unbinddwu wdpnne ghyp' unbinddwu (gpwugdwu) nhdnwhg dhusl pwhwgnpddwu

wywpuwp,

- Snduwjhtt  hwdwlYwpgh uvwppwynpnudubph Ywnwywpnudp L dnuhwmnpphuqp, npp
Uwfuwwnbuwsd £ wnpwuuwynpuwiht dhongubipnid U wy Jwyptpnud wnbnunpwsd  wninduw)hu
hwdwlwpgh dwu Yugdnn uwpp-uwppwynpndutiph Yuwnwywpdwtu b dnuhenphugh hwdwp,

- hbwpnwpunyeyniuutph nbd hwlwqnnudp, npp bwjuwnbuwsé £ y4btnd gnpdnnnipiniutbpp
hwjinuwpbiptnt, Juppwagdwjhu dnnbjubip dowybint b npwug gnpduwlwu Yhpwndwu hwdwn,

- Sndubipp Jwéwnpp U ninunph EGYwmpnuwght winduwght hwgtYyonh thgpwynpndp, npp
Uwluwwnbudws £ inndubiph ywéwnph U EjGYunpnuwihu npuwdwwywuwyh (hgpwynpdwu hwdwn,

- Ogunwwnbptph wjjwjutph junwjwpnuip b dnunph hpwyniuph wpwdwnpnudp, npp
Uwluwwnbuwsd L ogunwwmbiptiph wyjwubph Ywnwlwpdwu W hpwyniupubiph Ybpwpwtudwu
hwdwp,

- Mnunpubph gnpénnnieyniuutph  YGpwpbpjw] wbnEjwwnynpjuut hwjwpwgpnip b
Ywnwywpnudip, npp bwuwwnbuwsd £ ninunpubiph gnpénnnipiniutph ybpwpbinjw) wndjwjutpp
hwywpwgpdwu (UGpwnjw| wndubph qunup, $huwtwuwlwu gnpdwnppubp), hwojwndw,
wwhwwudwu b wpwg ubipyujwgnip wwwhngbint hwdwp,

- NMununpnieyjwu  gpuugnuip b Jéwpnudp, npp  huwpwynpneiniu Yunw  hpwlwugub
ninunpniejniuutiph  gpwugnwdp, wndubiph Jwybpwgnudp, wuhpwdbionn - inbintwwyniejwu
wwhwwunwp'  wpngbuhuqwih hwdwYwpgnwd, Jwdbpwgdwu uvwppbpnd U winduwjhu
Uphsutipnud,

- Quwaybwnynnulwunipyniup b yEpnidnipyniup, npp huwpwynpnipniu Yuw hpwwuwgubnt
wnyjwiubiph hwjwpwgpnud b hwdwfudpnd b npwug hhdwt ypw ybipindnipiniuubph Yuwnwpnd
nt hwoybtinynipniuutiph Yuqdnd,

- Phyhugp' hwdwlwpgh hpduwlwtu gnpdwnnyputiphg Jtyu t, npp wbwp £ wwwhnyh
swnwniejniuutph Jwuwnnigdwt  hwojwndwu U YGpwhuydwu, npwug Yéwpdwu b hwohy-
wwpwupwgpbiph dbuwynpdwu hbinm Yuwywd gnpdnnnieiniutbpp,

- Pnjuwnwpé hwybnynyeyniuubph dGfuwuhqdubpp, npp huwpwynpnieiniu Yunnw hwdwlwngh
wnwnpbip oguwwnbiptpht nmpwdwnpb thnfuwnwnéd hwaybnynyeniuubn,

- Pnnnpubiph b wnwowpYubkph qpwugnidp, npp huwpwynpnientt Yunw hwoqwnbine pnnnpubiph
U wnwewpyubiph wdpnng gnpdnnnipjwu pupwgpp' gpwugnuihg dhusl (ndnd b wdwpunndd,
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- Squjubph  wujunwugnipyniup b Wwwmwwunpntup, npp Gwjuwwnbudwsé  k
gnpdnnnigyniuubiph wuynwugnieintut wwwhnybiine b wmbnGlwwnynipintup swpunnuyjwd dniinphg
wwonwwubint hwdwn:

3.1. SnNUUU3hL MrAHMLUSh yunudurmu e

Ninunpp qubiny windu (Lndup hwdwpynud | hinfuwnpdwu wwydwuwghp)' hpwyniup &
unwunwd  ogwnyt Ywunuwynp ninunpwihnfuwnpdwt  Swnwjnyeintuphg:  Sndup  Ywpnn L
wwwnpwunyws |hubi npnpwyh Uniehg (enine Ywd wy) Yud gpwugywd |huby biahupnuwihu
Gnwuwyny: Sndup' pYwjhu wbupn hwdwlwpgnud wwhynn ndjuiubph wdpnnonignu
(pppuwth), npp  hwuwnwwnd £ ninunpph - Ynndhg  Ywunuwygnp  ninunpwithnfuwnpdwu
wywnnunpwluwnpuwiht  dwnwjnieintuhg ogwybint hpwyntupp: Sndubiph  Unyuwlwuwgdwu
nbfuuninghwuubpp wbwp £ pny| mwu nndubpp pwdwub| dh pwuh nbuwyh:

Snduwjht Yphgubipp b npwg uywpwghpp’

- Ujwuqudju oquuwugnpddw windubiph Yphsubip' pnpwhu windu (QR Ynn), EEYunpnuwhu
windu (hwybjwoénwd unbindjwsd QR Ynn),

- Mifare Rwpubip' pwqiwlyh oquwgnpddw winduwjhu Yphs' Mifare unwunwpwnh pwpuinbp,
ubpwnjw) Mifare nbinGYwwnywywu Yphsubip ywpniuwynn wmwppbip wpubuniwpubip (dwdwgnyg,
dwwnwup b wyju),

- Pwulwjpu pwpwnbp b EEYupnuwht Jéwpdwu Yphsubip' wuhwynd pwulwihtu pwpunbp
(PayPass/PayWave) W poowjhu uwppbp’ NFC-nd, npp Ygwd b EGYwpnuwhu  Jéwpdwu
dwnuwjniRjwup (Apple Pay, Samsung Pay, Android Pay U wuwnqutp),

- Poowhtt hwybjwé' dpwgpwihu (ndnud, npp pny| § nwihu niubuw] wuduwlwu hwohy W npwu
ygb b pwulwiht pwpwintip b yhpnniw tnpwtuwynpuwihtu pwpunbn,

- Pwuluwjpu pwpnbp b EEYunpnuwhtu Jéwpdwu Yppsubp (npubu wpnubdbum)' wuhwynd
pwuluwjhu pwpwnbp (PayPass/PayWave) U poowjhtu uwpptip’® NFC-ny, npp Ygyws £ EGYwnpnuwghu
Jéwpdwtu Swnwjniegjwup (Apple Pay, Samsung Pay, Android Pay U wuwinqutin) L npnup
ognwgnpdynid Gu npwbiu [hgpwynpynn EGYunpnuwihu tindu (wpnubdbunwihtu pwpw):

Uphsubipht Ygywd dwnwjniejwu nbuwlubipp U qubpp wbwnp £ npnadbu pun tinduwghu

wpnnntyuinh: Mpnnniyunubpp wbwp £ pwdwuybu dh pwuh inhwh (ypnnnyunubiph gwuyp wbiwp £
huwpwynpnieiniu niubiuw punwjuytiny):

Snduwjhu ypnnniyunh wnbuwlubpu &U'

- Ubjwugwdjw ogunwgnpddwu windu' UkY bpehg ogunybint hwdwp,

- Ubywugqwdjw oguwagnpddwu wnindu' dwdwuwlwjht uwhdwuwhwynidny,

- Ywihnwwnph ypw quywd inndu (PayPass/PayWave),

- Sndu «Xbpp» b «X dwdwuwy», uwhdwuwthwy Jwybp dwdwuwywhwundwdny,
- Sndu «X Gpp» uwhdwuwthwly Jwybtip dwdwuwwhwunydwdny,
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Sndu npwdwwwuwy (ntnunph EiGYwnpnuwhtu ninduwjhu hwoytyzhn),

Lbnddwpwihtu nndubp® wyn pYnud hwwnniy fudpbpht (wpunnuyw; Ywd wuddwp Yud
qbins uwlwguny tpplbytint wpwnnunyentu niutignn pwnwpwghubipht) wpwdwnpynn
wnndubp:

Uhwdwdwuwy hwdwYwpgp wbwnp huwpwynpnipntt niubuw thnthnfub] indjw) tnnduwhu
wpnnnywnubpp, huswybu bwl unbindt) b wybjwgub) htwnlyw) unp ypnpnynubpp'

Cwuwubkh  wpwuuynpunwiht  dhongubp’  hbwnwqwind  duwynpynn  wy
wnpwuuwnpunwihtu tbuwyubp b dwnwjniejniuutip, npintin Ywpbih £ Yhpwnb| mndup,
Sndup Juybpniypjwi dwdlbnp uyhqp' wiu dwdwuwyp, nphg ufuwsd nyjw| windup
hwdwnynw £ uytin,

Sndup oquugnpédiwt uyqpuwdwdybnm’ wju wduwehyp, dhus npp wuhpwdbown |
ogwnwagnndtip imndup,

Sndup dwdybwmh wjwpn' wjiu wduwphyp (dwdwuwlp) nphg hbwnn  windup
hwdwnpynw £ wudwybip (wulwiu ogunwgnpdywsd [hubiint hwugwdwuphg),

Qnpswékihnpjwt  dwdwtwwhwwndwé' Yndwynubuwnubph  hwdwfundp, npnup

npnonud Gu wnindup gnpdwsdtihnipjwt dwdwuwywhwundwdp'

- Opwgnygwyht npnawh optiph 2winp,
- Opjw nbuwy (w2fuwwmwupwihu optip, hwugquwnjwu opbip, wnu optip),

- Opwgnygwjht opyw pupwgpnd gnpdnnnijw ulgph b wwpunp dwdwuwyp:
Cwdwlwpgp whwnp £ wwywhnyh opdw wugdwu pwgwpdwly wpdbph ujuundwdp
(00:00) dwdwuwyh htppwihnfuh wwwhndwu htwpwynpniejniu:

Nununpneyniuutph wnwybpwgnytu  pwuwyp npnpuyh Jdwdwuwwhwwnydwsh
hwdwp' Gppbph wnwybjwgnyu pwuwyp Udwsd dwdwuwlywhwndwdh hwdwp:
Lowé dwdwuwlwhwundwdp Ywpnn £ |pub) huswybu wnindup  gnpdwébihnypjwu
dwdwuwlwhwwndwdp  wjuwbu k| Jbpohtupu  Gupwpwqunyeniuubpp: Ophuwy’
dEywdujw nndu, pwjg wdubywu ny wyb| pwt' 300 bpe U opblwu ny wykh pwt' 15
Gpp:

Upluwlyph Jwybpwgdwu huldwt wubhpwdbymnpemu’ hwdwlwpgp wbwp Lk
Ywnwywnph YpYuwyh Jwybpwgnudubpph pwuwyp b wjy dwdwuwywhwwindwdp, nph
pupwgpntd pnywwnnpynd £ Yuunwpb ypyuwyp Juwybpwgndp: <wdwlwnpgp wbiwp
pnyl wnw wwppbp dwdwuwlwopowuubp uwhdwub] wnwoht Jwybpwgdwu UL
hGwnwgw Juybpwgnidubph hwdwn:

- Uplyuwyh Gpph dEfuwuhqd' Ypyuwyp Gpeh Yunwwpdwu GYniu dEfuwuhqdubp'

- Cuwn ninduwjhtu ypnnniyunnud u2dwd Ywugwnubph uwhdwuubpnd,
- Cun ninduwjht ypnnnyunnwd upywd Gppninhubiph uwhdwuubpnid,

- Stnthnjuh huwpwynpnyenit’ huwpwynpnipniu JbY winduny Yuwnwpb| wbntnfu, day
Gpeh uwhdwuubpnu,
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- Bpptipp pwuwy' oqunwgnpdynid § wju tindubiph hwdwp npnup niubu X Gpebp,
- Gpph wbnnnieynit’ ogunwgnpdynid k wju tinindubiph hwdwp npnup niubu X inlinnnipejniu,

- Ywpé punipwghp’ ypnnniynp wunup, npp wbwp £ wbuwubh |hup hwdwlwpgh
ogwnuwwntiptipht,

- Punypwqghp' ypnnniyunp wundup, npp wbwnp £ mbuwubih |hup ninlinpubphu,
- Uphsh mbuwyp' wju Yphsubiph gwuyp, npnug hwdwp hwuwubh £ wdjw) ypnpniyup,

- Mpnopniynp  ghup' wnduwihu wpnpniyuh - wwpwdbnpbphg jufuws' nhuwdhy
pwqdwuwnhbwu dwiuubph npnadwu huwpwynpnieiniu (ophuwl' opw dwdhg, opwupg b
wju):  <wdwlwpgp wbwp £ wwwhndph twb  wndup  ghup hwpdwpbgubnt
huwpwynpnipnit’ Yujuwd ninduwjhtu ypnnnynubiph wnyw wwppbpwyubiphg:

- Oquuwgnpédwt wnwouwhbppnpynit’ huwpwynpnieinlu  puwnpb]  ogunwgnpdynn
wpnnntyuinh wnweuwhbipenie)niup, tpp dhliunyt Yphsh ypw Ywu dp pwup wypnnnynutp,
- dwwnph dEYuwpy (nwph, wdhu, op, dwd)' wduwpehy' np ophg uuws k pnyjwwnpynid
Jwbwnpp,

- Yw6wnph wjwpw (nwph, wdhu, op, dwd)' wduwehy' np ophg ufuwd wpgbynd k
Jwbwnpn,
- Pugwuwluwu hwytyonh swih' pnyjwwnpbh pugwuwlwu hwoyblonh obd" dhusl npp
gbpwqwugbip huwpwynp  wpwdwnpb| nindup (Yphsh) Yypw wnlw Swnwjnyeintuutinhg
npukt dkyp,

- 099 |wju (wugwg) Gnwuwlnd wuwwmwuph dwdwuwY édwiuubph uwhdwuwswihh
uwhdwund® vinduwiht hwdwlwpgh b yeponypwihtu uwppbph dhole Gplupwnle Yuwh

pwgwlwjwgnipjwt  dwdwuwly  Yphsubph  duwgnpnh  dwfuubipp  dbppu  obdp
uwhdwuwthwyned,

- Uphsh wwpwwnhp Ygnud® wpnnniynht Yphgh Ygnud (wyn/ng) ogunwnhpng wudtiwlwu
hwyyhu (account),

- Qwwnnil judpbiph Yuwnbgnphw' hwunniy fudpbiph Yunbgnphwh Ygnid Yphshu,

- Quwwnly |judptph  hwdwp  twpwwnbuws  wmndubph gnpéwénipjwl
dwiwbtwwhwwndwséh vwhdwund' wwpwdbnpbph funwp, npnup  uwhdwund  BuU
hwuwnty wndubph gnpdwdnipjwu dwdytunp'

- Opwgnygwjhti optip,
- Opdw nbuwl (woluwwmwupwihu, hwuguunjwu, winubp),
- dwdwjhu dhowlwjp' ondw pupwgpniy:

Mpnnniywnubipp npnup gpwugywd Gu indup Yypw hpbiughg ubpywjwgunid Gu Bitmap, npp
wbwnp £ wwpniuwyh hbnlyw| wnphpnunubpp (ng pninpt Gu hwdwpynud wwpunwnhp)'
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- Yphgh hnbunh$hlwghnu hwdwnp,
- Yphsh Jwybpnipjwu dwdlybunp,
- Uty Ywd Jdh pwuh windubip, ubpwnjwy’
- windup nbuwyp,
- gnpdwodntpjwlu dwdlybiwnp,
- Gppbipp pwuwyp (Gpebph pwuwyny uwhdwuwhwlyywd nndutiph hwdwp),
- wpgbwihwldwu Yupguyhéwyp,
- Judbtipnipjwu Ywpquidhdwyp,
- Cwiybilyzhn,
- Uuwgnpnh dwupt nbintynieiniu (pptiph pwuwyny uwhdwuwthwyywsd wnindubiph hwdwp),
- StnGywwnynipiniu tppbiph dwuht'
- dbinpoht tipeh wdhu wduwehyp,
- Stinthnjubiph pwuwyp (wnywnyejwu nbGwpnid):

Mpnnniynp nbuwyp wbwp £ npnadh ugbuwpubph hwdwhudpny bW wwpwdbupbpny,
npnup wbwp £ 4gywsd |hubt hwdwwwnmwufuwu Yphshu:

Cwdwlwpgp wbwp £ huwpwynpnipnit niubbw nnduwjht hwdwlwpgnd unbindywé
wnduwjhu - wpnantyup  hnwhwp  hwdwdwdwuwybgdwu  dhongny hwuwubih nwpdub)
qwihnwuwnpubph hwdwn:

3.2. SNUUU3LL u/rpLrr UrSUY MUt 64 yunudurmue

Pninp wninduwjhu Yphsubpp' dhusl upwug Yypw ninduwjhtu ypnnnynp gpuiugbn wbnp &
Phahywuwbiu ywwpwundwsd |hubu b hwyywnjwsd |hubu nnduwjhtu hwdwwpgnw: <wnnly
fudpbph hwdwp twjuwwnbuwsé Mifare Yphsubpp wbwp £ wywpniuwybu tfup b wuduwyjwu
wnyjwiubin: Cwdwlwnpgp wbwp £ wwpniuwyp dGjuwuhgqdutip, npnug dhongny huwpwynp Yhup
Ywnwywpb) Yphsubiph wdpnnowwu 2wpdnp:

Snduwjht hwdwpwpgp Ywnwywnpnn puybipnyeiniup Ywpnn  shwunhuwtuw] wnduwjhu
Unphsubipph wpuwnpnn, vwlwjiy wbwnp £ hpwywuwguh Yphsubpp hwdwpubiph unbnddwu L
hwoqwndwu, huswbu twb wuhwwnwlywuwgdwu hwdwp nyjwutph unbnddwu b hwojwndwu
gnhpdwnnyrubipn: Yphsutiph wpunwnpdwu W hwoqwndwu hwdwlwnpgp wbwp E niubuw hbunbyw|
$niughnuw hwuinynigyniuubpp'

- Uphsubiph wpunwnpdwu W hwpwndwu YEunpnuwlywu Yunwydwpnd,
- Uphsubiph wuhwwwwiwgdwt hwdwp nyjwiutph hwywpwgpntd,
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- Wuhwunwlwuwgdwu hwdwp wmwppbp Junnygubph hbwun 6Yynitu hunbigpughw (API),
- Ywpgquwynpdwu dYniu huwpwynpnigyniuubp’ unp mbuwyh Yphsubp wybwgubine hwdwp,
- Uphsutiph hnGunhdhywghnu hwdwpubph qubpwgdwu htwpwynpniejnty,

- hubnpdwghwjh ytipptinunwd (gpnud),
- Mwhwwudwtu b Jwbwnph Ytwnbiph dholt Yphsubiph pwofudwt hwoywnnid:

3.3. SnUuu3prL Luvuuwurgh vureudnrmuvesrh yunudurne 64d
unuvhSNrhuaee

Cwdwlhwpgp wbwp £ wwwhndh winduwjht hwdwywpgh uwpp-uwppwynpnidubiph

YEuwnpnuwgywd Ywnwdwpndp, pnywunpbing’ wybwgutp (hngnfub))  Ywpguwynpnwdubipp,
ubpwnjw|' Yppwnynn pwuwihubpp, ule gnigwyubipp, windubph W Yphsubiph hwuw-gnigwlubpp,
Juwwhbh phpdwihtph gnigwyutipp b w)] wuhpwdtioun nbnGlwunynie)niu:

Unupwnnpphuqwjht hwdwwpgp wbwp £ UbGpwnh hwdwlwpgnwd gpwugdwd pninp
uwppwynpnidubipp’

- Ywihnwuwnpubipp,
- NinGithwlyngutipp,
- Ybwpwjhu wmbpdhuwubpp,
- Sndubiph Jwbwnph wj| hwdwlywpgbipp (hwybGwdubipp W wyju),
- UtipyGpwjhtu hwugnygh uwppwynpnidubipp:
Cwdwlwpgp whwp £ niubuw hbnlyw| hbnwhwp junwywpdwu defuwuhqdubpp’
- Ywihnwuwnpubph dpwgpwiht b Yuwpgqwpbpnwubph pwpdwgnid hpwywuwgubnt,
- Lnpdwunhywjhtu wnbnGlwwnynipjwu pwpdwgnd hpwlwuwgubnt,

- Opwgpwihu U Ywpgwpbpnudubph  pwpdwgdwu dwuht  hbGwnwnwpd  wnbntywwnynyeiniu
wnpwdwnpbnt,

- Ywihnwuwnph nhwqunuwnhl wnbntlwwynigjuu unwgnid b dowynd hpwwuwgubint,
- Ywihnwuwnph gnpdnnnipiniuutiph dwunjwuhg log-tiph utnwgntd,

- dwihnwwnpht' Yeunpnuwgyws, fudpwynpguwd Yud punpnnuwu Yepwny Yupgwynpnudubph
ninwnpynid,

- dwjpnwwnph  Jbppbnudwd  Spwgpwihu wwwhnddwu  wywpdugnd'  updwd
dwdwuwlywhwwnywdnid:
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3.4. UMM UuMmE3MLLENh H5U dULURHIWUL

Snduwjht hwdwlwnpgp Ywpnn £ nwnuw] Ypptiphwugwagnpdubiph hwpdwydwu opjtlun:
Cwdwlhwpgp wbwnp £ niubuw wjuwyhuph $niuyghwutiph  hwdwfunwip, npnup  Yujwqbigubiu
fuwpnwfuniejwu  nhuytpp L jwquwagnyuph  Yhwugubt hwpdwyndubiph  hGnbwupubipp:
Cwdwlhwpgp wbwnp £ niibuw  ywonmwywunyeywu  dGluwuhqdubp  wninduwhtu hwdwlwpgh
ubpytipwiht hwugnygh dwwpnwynwd, nnduwht hwdwlwpgh hhduwlwu gnpdwnnypubiph
dwlwpnwynid, uwnptiph htn hwnnpnwygdwu dwywpnwynud, ywbwnph hwdwnp bwiuwnbuwsd
uwpptph  dwlywpnwynw, Jwipnwwnpubph  Jdwwpnwynwd, wpwwpht  wnbnblwwnjwulywu
hwdwywngbph hGwn thnfugnpdwygnipjwu dwlwpnwynid, ogunwwnbiptiph wuduwywu hwohyubipp
dwlwpnwynid b ytind gnpdwpputip hwjnuwptipnn ytpindwlywu hwdwlwpgh dwlwpnwynid:

Lwdwlwpgp wwnp £ wwpniuwyh defuwuhqdubn, wnuwqt hGunlyw) gnpdnnnieiniutiiph
hwlwgndwu hwdwp'

- Uphsutiph L windubiph Ynuwynpdw,
- Phpdwihtph swpnnuwd thnthnfuniejw,
- Oguwunhpng wuduwlwu hwaoyh swpnnudwsd |hgpwynpdw,
- Sndubipp swpwunujwéd Jwbdwnph:
<phduwlwu dniuyghnuw| wwhwugubpu &U'

- Yphgutipp whnp £ wwonwwudws |hublu nhytpuhdhlwgywsd pwlwihubipnd,

- Phpdwthh ywounwwunypjwu twywwnwyny hwdwlwpgp wbwp £ oguwgnpdh Ynhwwinngpdwu
wignphpudutph hwdwwwwwufuwu unwunwnwnubp,

- Cwdwlwnpgp whiwp £ nubuw ybpindwlwu gnpdhpubiph funwp, npnug dhongny huwpwynp
lthuh wwinqbip pwuwihtbinh wpwnwhnupp,

- Ywihnwwnputiph dhongny pupwghy L unp Yphsubph hwdwp dpwgpwiht wwwhnydwu L
wnyjwiubiph Yuwnnigwdph pwpdwgdwt dbfuwuhqdubiph wwwhnynid,

- Uuhpwdbpn £ nmubuw; Jbpndwlwu  gnpdhpubph  fundp'  Bitmap-h  swpunnudwd
thnthntunieniuutinny Yphsubipp Ywd Yphsubiph Yinbwynpdw thwuwnbipp pwgwhwjnbint hwdwp:

Cwdwlhwpgp wbwp £ Ywpnnwuw wyunndwwn Ybpwynd winwhuh Ypphsubipp wybjugub] ul
gnigwyubipnud b hwuwn-gnigwyubipnud:

- Cwdwlwnpgp swbwnp £ pny| tniw wnindubiph Juéwnp U duwgnpnh hwdwpdwu gnpdnnnipjniuubn’
wnwug gunwuuwgpdwu wignphpdutipny gnpdnnniejniup hwuwmwwnbiint bW wninhinph dwwnjwunwd
hwldwwwwwufuwu gpunnid Juunwpbint:

- Cwdwlhwpgp  whwnp  gpwugh  pninp - ntuwyh - Yphgubiph W Juigtipugdwu - uwpptiph
thnfugnpdwlgnipyniup,
- Spwugwdnyuutbpp wbwp wwwhnjwd |hubu swpunnujwsd fudpwagpybinig bW hubnpdwghwih

htinwgntihg:
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3.5. SnUuLrh yusunLe 64 ELsuSrNuLu3ht SNUUU3ntL <Uc4tucnh
Lh8L2udnrmue

Snduwjht hwdwlwpgbph  qupqwgdwu  hwdwfuwphwihu  dhnnwdubphg  dGyp
hwunhuwunu £ pwulwhtu pwpubph b poowjhtu uwppbiph Yphpwnnuwp' npwybu wuhwynud éwpdwu
dhong: Sndubtiph wéwnph wyu Gnwuwyubipp pny| tu wwjhu ujwqbigubi uywuwpydwu dwiuubinp:
Snduwjht hwdwlwpgnud hhduwyw 2Goinp wtwnp £ npyh nndubiph gudwu hupuwuwwuwpydwu
wnwnpbpwyutinh ypw:

Sndubiph Jwbwnph hhduwlwu tnwuwyubpu &u'

- Sndubipp Jwbwnwybinbipp (Jéwpwihu inbpdhuwutipp, qwudwwwh-owtipwwnpubpp),
- YbGp-wynpuwip,

- Poowihu hwytjwsap,

- Uuhwynud Jéwpnuip' pwulwihu pwpunbipny b EiEYunpnuwhtu Jéwpdwu Gnuwuwyubpp:

Cwdwlwpgnud wbwp twfuwwnbub) API-ubph dh wdpnng funwdp' wnindubiph Juwéwnph bW
wpwnwpht gnpdwlwubiph Yuwwh hwdwn:

Uphsutiph ypw wninduwjhtu ypnnnityunubph gpwugdwt htimw| huwpwynp inwuwlyubpu
Gu'

- Minpn hwdwpnud® Yphsh ypw phpdwihh dhwdwdwuwlw dwjuwgpdwdp wnindup Jubwnp,
ninhn  hwdwpdwdp  hpwywuwgynn Jwbwnph (hwojwndwl) Gnwuwyubpu bGu  wnndubipp
Jubwnwlybwnbpp b poowihtu hwybdwdp' NFC-h winywjniejwu nbwpntd,

- Chnwéaqué hwdwpnud' Yphsh ypw phpdwihh hbunwéqwd dwjuwgpdwdp wnindup Jwéwnp

(Unhgh dnw phedwthh dwjuwgnpnup wbinh £ niutiunud Ynhsh U ywihnwwnnph thnfuhwdwt wwhh),
htinmwdqwd hwdwpdwdp hpwlwuwgynn Juwbwnph inwuwlubpu Gu Ybp-wynpunwip b poowhu

hwybtwédn,

- Ywwnp wnwug Yphsh dwjuwgpdwdp' Yphsh ypw nindup dwjuwgpdwu wuhpwdbownieniu
syw, wnwug Yphsh dwjtwgpdwdp ywbwnph (hwdwpdwu) inwuwyubpu Gu Juwybpwgunn uwpph
Jpw wuhwnd' pwuywihu pwpnbpny Ywd EGYunpnuwihtu Jéwpdwu nwuwyubpny Jéwpnudubpp:

3.6. 04SuUStrerr SY3ULLENP YuAUJYUrNW e 64 UnSek hbrudmuLh
sruvuarnue
Cwdwlwngh hhduwywu ogunwwnbipbpu Gu'

- Qwwfunpnubip’ ninunpubp (wuhwwnwwuwgjws, swuhwwnwlwuwgyws), ynpwnpwnpy
hwéwfunpnubp, wudbwp GpeUbynipjwlu hpwynitup niubgnn pwnwpwghubip, ubipphu
oglnwgnpdnnubip (uwywuwnpynn wuduwlwagd b wu),

- ULbppptu oqgunuwunbiptip' ninduwjhu hwdwYwnpgh Yunwdwphs,
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- Upwwphtu oquwuwbiptip' windubpp Jwéwnph L Yphsubiph |hgpwynpdwu dhounpnubp,
Shuwtuwwu  gnpdwpputiph owbtipwwnp,  wnduwhtu  Yphsubph  dwnwlwpwp
(wnywynipjwu ntwpnid) b wy] wpwnwpht ogunwwnbpbp:

Cwoywnwd (wuhwwnwlwuwgywsd) Ypphsubipny ninunpubipp Ywpnn Gu ogunyb) hbunlyw
Swnwjniejniuttiphg'

- Unwnp wuduwywu hwahy,
- Sndutiph Ytpwywgunid® Ynpgywsd Yphshg,
- Gpptinh wwwndnip)niu:

Jdbpnugju  Swnwjnipiniubpp wuhwuwublh  Gu  swuhwwnwlwuwgwsd  Yphsubpny
ninunpubtiph hwdwn:

Ninunpubph hwoqwnnwip hwdwlwpgnud wbwp £ hpwlwuwgyh hbnwhwp Gnwuwyny:
Cwdwwwwnwufuwt wnduwjhtu Ynphshu Ygbiint bywnwyny ninunpp wbinp £ nnpwdwnph hbnbyw|
nbnGywwnynyeiniup

- Ogwnwwnhpng dnunph wuntup (login),
- fiGYwnpnuwjhu thnuinh hwugbu,
- Poowjhtu htnwfunuwhwdwpp:
Cwoywndwd ninunpp unwunwd § hGnlyw) huwpwynpnigyniuubpp’
- bp hwayhu Ygb| dh pwuh ninduwihtu Ypsubip bW innduwghu wpnnniywnubn,

- Oguyb] wuduwlwu qgpwubUjwlhg, npp hp hGeht pEny Yuw unwtw]  hbujw|
nbntywwynyejniup’

- ntutti Ynhgh duwgnpnp,
- wmndubiph pwuwyp,
- Gppbiph ywwndnyeniup,
- pinbwdnpti Ynpgywd Ynhgp b duwgnpnp intinwiinfutip dely wyg Yphsh Ypw,
- Unwuw) wnbnblwwynieinit’ gpwiugwsd EiGYwpnuwhu inunht Ywd hbnwfunuwhwdwphu:

Npwbiugh gpwugwé ogunwwnbipp Ywpnnwuw dnwnp gnpdtip hp wuduwywu hwohy
wuhpwdtiown k oginwiinppng dnwnph wunitup b gununuwpwnp:

Unpwnpwunhy fudpbipp b wuybwp GpelUbybint hpwyntup niukignn pwnwpwghubiph hwdwp
hwdwywngnd gpwugywsd hubip ywpunwnpp k:

3.7. mdNrLerh ANPoN1NE3MLLENP YEMPUREM3UL SE1ELUUSYNLE@BUL

<uduLusrmue 64 yunudurninhue
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Fuwpbnyejwu U fuwpnuwfunipjwu nbwpbpp hwjmuwpbptint b YuwuuwpgbGine tywnwyny
ninnpubiph Ynndhg hwdwlwpgn Ywuwnwpgwsd huptwuywuwnplydwu b uywuwpydwu pninp
ghpénnniejntutbpp W mpwuquyghnt nyjwubpp wbwnp £ hwjwpwagpybu:

Cwywpwanynn nbntlwwnynipjwt dowydwu b hwjwpwagpdwu dnnbjubpp Ywpnn Gu |hub]
nwppbp, pwjg npwup whwp b niubuwu hhduwywu hbnlyw| Yugdp'

- Ninunph wninduwjhtu Yphsubinh gniguwy,
- Mpnnniywnubiph gnigwy, npnup Ygywsd Gu ninunph Yphsubippu,

- Mpnnniynubiph gudwu ywwndnientu,

- Cwaytyonh |hgpwynpdwt ywwndnipntu,
- Ninunpnipniuubph wwwndniejniu' puin ogunwgnpdwd wpnnnywnubph,

- Oguwinhpng hwoynid Yuunmwpywd gnpdnnniginiutiiph wwundniejniu:

Cwdwlywpgp wbwp £ wwwhngdph twb ndupbph dbpndwywu b npwdwnpdwu
dbfuwuhquubp:

3.8. 16dNrME3UL <Uc4YUMHMUL 64 daurmue

Snduwipt hwdwlwpgh hpduwywu $niuyghwubiphg GU' ninunpnigyjwu hwoqunnup b
Jéwpdwtu Jbpwhuynwdp: Ninunpp hwdwp  thnfuwnpdwt - dwnwjnieintu unwuwnt  hhdp
hwunhuwunu £ upwt ywwlwunn nndup: Ninunpp Ywpnn £ twb Yuunuwynp thnfjuwnpdwu
dwnwjnigintu  unwuw| wuhwynd  wnbjuuninghwiny  wpfuwwnn  pwulwhu pwpubpph L
ElGYunpnuwhu Jéwpdwu Gnwuwyubiph dhongny (pwywpwp dhongubiph wnywnipjwu nbwpnid):

Ownuwjnipintup whwp £ dwwnniggh Yphsh dhongny, npp hwoqwnjwd £ hwdwlywpgnud
npwbu wwonwwuwsd hnbunhdhlwnnp: Swnwjnieniup unwuwint hwdwp ninunpp wbiwp L
Unhsp hwh  Jwipnwwnph  hwdwwwwujuwtu  hwndwsdhu:  dwjhnwwnpubpp wbwp |
hpwywuwgubu nnduph b pwulwjht pwpuinp unyuwlwuwgnd: Ywybpwgnidp wtnp £ Yuwwwnygp
pun  Ynppsh Yypw wnlw wnbnGlwunynipjwu, ulb-gnigwyubiph, Yytndhph hwjnuwpbpdwu
wignphrUutiph W puwn dpwgpwjhu nmpwdwpwuniEjwu:

Jwybpwgdwtu hwenn [hubiint nbwpnwd ninnpp wbiwp £ wnbnGlwgyh (ninGthwyngh
pwgdwu, [(nwwhht Ywd Swjuwhu wqnwuowuh W Eypwuh Jpw  hwunmwndwu  dwuhu
wnbnGYwwunynypjwdp):

Sndup  Jwybpwgdwt wpryntupnwd  dowyqwsd  ndjwubpp wbwp L wwhwwuybu
qwihnwwnph hponnnigjwt dbg, Mifare wnnduwjhtu Yphsh ypw W upufupnuwgybu nnduwjhu
hwdwywngh YEunpnuwwu hwugnygnid:

Cwdwwpgp wtwnp Ewwwhnyh Gpeh hwoqundwu b unwywpdwb tnwppbp ugbuwpubn,
Ywludwsd' ninunph Ynndhg ogunwgnpdwsd wpnnnyuh nbuwlhg b hpwyhéwyhg'

28



- bpph hwpqwndwtu U Ywnwdwpdwtu hwuwpwy b wbnhnfun (wnwjnypwu  nbwpnid)
ugblwnutp,

- Gpph hwodwndwu L uwnwwpdwu hnydwpwihtu Gnwuwyny wofuwnnn ugbuwnutp,

- Ninunph Ynndhg EiGYunpnuwhu winduwihtu hwaybYyohnh Ywd pwulwihu pwpunp ogunwgnpddwdp’
wnndup wudhgwuwtiu ninunpniejniup uyubnt wwhpu qubiint ugbuwnutin,

- Bpp winduh (wpnnnyunh) Ybpwptipwg wentlwnynyeniup nbin sw Yphsh ypw (hbinwdégywsd
hwdw|pnw), pwjg tipph gpwugdwu wywhht wju wbwnp £ ywhwywuyh hnwgw oguwgnpddwu
hwdwp,

- Gpp Jwybpwgdwu uvwpph W wnnduwjht hwdwlwpgh dhob pwgwywind £ Yuwp (Yuwh
fuwthwund):

3.9. UC4YESYMEFB3MLLEN 6Y 46N LMOME3MLLEN

Cwdwlwpgp wtiwp £ hwdwipdwsd hup ybpndwywu hwoybinynipniuubiph gbubipugdwu
gnpdhpwlwaqdny, huswbu twl  hwoybnne  dwdwuwywopowuubipp, dwdwuwlwgnygp L
hwoytwnynipniuutiph Gnwuwyp  hwpdwpbgubint  htwpwynpnigjwdp  (Gpebph  pwuwly,
nbnthnfubph pwuwy, uwbwnp, ninunpwhnuptin, ninunputiph Jwpph wypndpjubp b wyju):

Lwybtinynipyniutiiph W ybpnwdnipyniuubiph $ntuyghnuwiniginiup wbiwp £ hwdwfudpyh W
nhwnygh npwbiu wnwudhtu Gupwhwdwlwng:

Cwdwhwpgp  wbwnp £ wwwhndh  winduwpt hwdwlwpgh  oguwwnbipntphu
hwoytwnynipniuubipp wywmndwunn Ywpgny b wwhwuony wnpwdwnpbint  htwpwynpniejniup
(hupuwgfuwwn EjGYwnpnuwihtu thnunhu ninwipynid):

3.10. APPLPLG

Phihqup' hwdwywpgh hhduwlwu gnpdwnnypubphg Jdtyu Lk, npp wbwp £ wwywhnyp
dwnwjnigjniutiph dwwnigdwu  hwpwndwu U YGpwhuydwu, npwiug Joéwpdwu L
wnpwuquyghwubiph hbn yuwywsd gnpdnnnipiniuutinp:

Phihugh Gupwhwdwlywpgnud wtwnp £ hwoqwngh nndup Jwéwnph L dwpdwtu dwupt
nbnGYwuwinynipiniup:

Gpp Jwihnwunpubpp wofuwwnnd Bu wngwug Gnwuwyny (wju nbwpnd Gpp wnlw k
uynit Yuw Jwipnwwnph b winduwht hwdwlwpgh Jdhol))' Juihnwwnpp wbwnp £ wndup
Jbpwpbpw wbntlwwyniginiup hnfuwugh hwdwlwnpght, wpryniupnd' wnindup Juybpwgdwu
dwupt  wbnbywwynpyniup wpdwuwgpdnd £ hwdwlwpgnd,  wjunthtnl'  ninlinppu
wbntlwgubint bW dnunpp enywwnptiine uwwwnwyny, Juybpwgdwu hwuwnwwnndp nnduwhu
hwdwlwpghg wbwp E thnfuwugyh htin' Juihnwwnppu:
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Gpp Yuwwp wulwn £ Ywd Juipnwnnputph b winduwpt hwdwlwpgh dhol uwp
pwgwlwjnd E, wnduh Jwybpwgdwu dwuht npnonudp wbwp £ Ywjwguh dwihnwunnpp,
hbunwquwinud' Yuwwh Jbpwlwuquwu nbwypnud Juihnwwnpp Juybpwgywsd wnndubph dwupu
nbntYwwunynypniup whwnp E thnfuwugh ninduwjhtu hwdwywnpghu:

Uofuwwnwupwihtu nbdhdp whwp k niubuw wpwg hindhinfudwt huwpwynpnieynit’ Yufujwd
wju wwpwdbwunpbphg (Yuwh npwyhg), npnup nyw| wwhphu wuhpwdbion Gu  nnduwhu
hwdwywngh hbn wpryniuwybin hwdwdwdwuwybgdwu hwdwp:

Phihug hwdwYywnpgh hhduwywu gnpdwnnypubpu Gu'
- Cwywnt| ydwpnudubipp, wnindup dtinpptipnudp, hwadh thgpwynpnidp,
- Cwoqwnbi| indubiph ywybpwgntdp,

- duwybpwb] b Ywnwywpb] dwnngwd dwnwjniginiuutiph hwdwp hpwwuwgywsd
qwudnwdubipp,

- Cwoywplbp b qbinstiph Yhpwndwu bwywwnwyny ubiplujwguli wnwownynipiniuubn,
- Ywwwnb) Jéwpniudubiph W qwudnwdutiph 62gpunnwdutp,

- bpwlywuwgub] Jwwnigwd Swnwjnigniutbph b Ywwwpwsd  Ydwpnwdubiph
(qwudnwiutiph) hwdtdwwnieniu,

- Ywnwwpby dwnwjneyniuubph Jwwngnudp' Ywiujwd Jéwpnuubph (quudnwubph)
Ywpquyhdwyhg:
Ppihug hwdwlwnpgh Gpypnpnwjhtu gnpdwnnyputipu GU*
- Ownuwjnipjntubbph nmwphdhlwughwt, pun ypnanyund inpjwd ywpwdbnpbiph,
- dbpwwnwph$hlughwih (YEpwhwaywnyh) huwpwynpnyegni, tpp
- nwphdhlwghnt dnnbiip huwpwynp s& hpwagnndtip wngwg,
- wmpwuquyghnt npwgnudubiph nbiwpntd,

- dbpwwwph$dpwughwih (Ybpwhwoywpyp) htwpwynpnyenit’ hwodwpyp dwdwuwy
wnwowgwd ufuw(ubph nbwpnid:

3.11. dnvurura Uc4ESdME3MmuueMh UcluuvhULere

Cwdwlwpgp wbwp £ wwwhndp owhwagpghn  Ynndbph  dhol  dhuwtuwlwu
wwpwwynpniejniuubiph - YEunpnuwgywséd  hwodwndwu W thnfjuhwoywpyh gnpdwnnyputipp
hpwywuwgnup:  <wdwlwpgnd'  pninp - 2whwgpghn  Ynndepp Jdholt  thnfuwnwipd
hwoytunynnwwunigjniup  wwwhnybiint uywwwyny wuhpwdbom £ hpwlwuwgub| hGunlyw|
gnpdwnnypubpp’
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- Uwhdwub| jnipupwugnip gwhwagpghn Ynndh  hpwyniupubipp, wwpwwwunigniuubpp b
gnpdwnnyrubipp,

- Uwutwyhgubph Jdphole duwynpby thnfuhwojwplubph ugbuwpubp' hwdwéwju hwdwlwnpgnud
wnw thnfuhwpdwpyubiph  wbuwlubph U Ynndbph dholt Yupwd wwjdwuwgpbph Ywd
hpwywlw wywibph,

- Snduwjht hwdwwpgh Ynndhg Guwynpywd wnduwht hwunyph L dpuwtuwlwu

gnpdwpputiph  owbtpwwnph  hwdwwwwwujuwt  hwoybhwdwphg APl dhongny  wyjwjubph
unwgntd b hwdwnpnud,

- Spwuquyghwutiph hwdwnpnipjwu b hwdbdwndwt hwdwp bwfuwnbujwd $niuyghwubph
hwdwfudpbpp Lwynpnud, npnup wbwnp £ niubuwu hbnlyw| $niuyghnuwnieniup’

- owhwapghn gnygbipp unbindnid’ gpwugwdwwnjwuubph hwdbdwwnnyejwu twwwnwyny,

- Jjnipwiupwugnip 2whwgagpghn Ynndhg hwoywnywsé gpwugwdwwnjwutbiph ubipptnudwu W
ytppbnudwu huwpwynpnipyniu,

- gpwugwdwwnjwuubph huptwdwp Yepwny hwdbdwunnd' dwupwdwut, punnuy dhusl
jnLpuipwiginip winnp,

- wuhwdwwwunwuluwunieniuutiph dwunjwuubiph untindnwd, ufuwiutph snyndhg htwnn
huptuwywn Ytpwny unphg gpuugwdwwmjwutbph hwdbdwunniejwu huwpwynpnipjwdp,

- Jwuwwpywd wpwuquyubghwubph  wwwdnipjwtu  Jdwupwdwul  gnigunpdwu
huwpwynpnientu,

- dwdwwwwnwuluwubtignwihg htwnn Ynndbph ybpouwwu wwpwmwynpnipyniuutiph ybppbipjw)
hwoywnpyh wpunwwwwnybipnid,

- Unndtiph dhol ypouwlwt wywnh ubinddwtu b wpunmwhwudwu huwpwynpnie)ntu,
- Cwoybnynipyniuutiph dwdwuwlwihu dhowlwph Yuwnwywpnid:

3.12. APN1NLLENP B4 UNURUQYLEN P dUTYUHWU L (CRM <UUWLUNG)

Cwdwlhwpgp  wbwnp £ huwpwynpnipyntt niubuw - wwwhndbip  hwéwfunpnutiph
uywuwpydwu  wdpnnowlwu  ghyp' wnwowgwsd fuunph  hwodwnndhg dhusl  ndnd b
hwwfunpnht' wywwnwufuwuh npwdwnpnid:

Cwdwlwpgp wbwp £ niubuw pnnnpubiph bW wnwewnpyutiph hwodwndwu htwpwypnip)niu:
Pnnnputipp U wnwowpyubipp  hwywnybiinngg hbnn  npwup wbwp Lt wpwdwnpybu
hwlwwywwwufuwt unnpwpwdwudwup: Pnnnpubiph bW wnwowplubiph Gupwhwdwywpgp wtwnp
E wwwhndh uwb hwoqwnwé fuunhpubph W pnnnputiph  thnfuwugnudp  2whwagpghn
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wwunwufuwtwwnt - Ynndbppu  (ppuwtvwlwu  gnpdwppubiph  owbipwwnp,  thnfjuwnpnn
puybipnieyniutbp bW wyu):

Cwdwlwpgp wbnp wwwhnyh uywuwplydwu hGnlyw| gnpdwnnypubpp’
- Funphpnwwnynipjwu npwdwnpntd,
- Unwowgwé fuunhputiph tnbuwlwynpnid b hwoyjwnnid,
- Uwupwdwut hwoybinygnigjwu nhnnd' hwéwiunpnh Yuwnwpwd gnpdwppubiph yepwptipjwy,

- Cwayh U Ypphsh Yupgqwyhbwyh unnignwd, wnweowgwsd fuunph ybipwgnid:

3.13. SY3ULLGM P ULYSULSME3UL UNU<NdMUL 64 mMucSMULNEF3MNLL

Snduwjht hwdwlwpgnw  ppwywugywd  gnpdnnnipjniuutiph wuywmwugnipjwu
wwwhndwu U hwdwlwpgnd  wnlw  wnbnGlwwnynyeniup swpnnujwd  dnunpbiphg
wwounwwubint bwywunwynd hwdwlwpgp wbwp £ nubuw dGjuwuhgdubp b $niugyhwubiph
hwdwfunidp:

Cwdwlwpgp whwp £ wwwhnygh hbndjw dniuyghnuwinyeyniup’

- Upwnwpht uwninpubipny thnjuwugynn wdpnne inbnGlwunynigjwu hwdwp qununuwgpdwu
huwpwynpniejntu,

- Swppbp Gupwhwdwlwpgbph hwdwp' wnwppbp qununuwgpdwu pwuwhubp ogunwgnpdtnt
huwpwynpniejntu,

- Gunuuwgpdwtu pwuwihubiph gnpdnnnipjwu dwdlytinp Yuwnwywnbint huwpwynpnip)niu:

Cwdwlwpgnd  wbwp £ wwpwiowndwd  |hubt wndhthunpwwmnpubph L
wuyunwugnipjwt wndhuhumpwwnnpubph gnpdwnnypubpp:

Oguwwntiptiph dninph hpwyntupbiph pnunpdhlwghwih wunmhbwuubpp wbwnp £ hubu
Ywnwywnbih:

Swppbp ogquwwbpbph Ynndhg hpwlwugwsd pninp wbuwyh dnunptipp wbwnp £
hwoqwnybu |ngbipnwd Ywd hwdwwwwnwujuwt gpuugwdwnjwuubpnid:
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4. tLEUCUVTULUNrSE BY HULS LUNHMSYUDLL

3-nn pwduntd Ubpwngwé dniuyghnuwnyeiniup wwwhnybint hwdwp, hwdwlwnpgp whinp
E pwdwudwd |pup Gupwhwdwwpgbph, npnup wbwnp b Ywuwwpbu dby Ywd dh pwup
gnpdwnnyputip U thnfugnpdwygbit wy| Gupwhwdwlwnpgbph htw:

4.1. dUsUuhuN/aLere <6S UNLA4dGELM LW UN LURUSEUYUD
tLurucuvuwuraesre

Lwbwhunpnubph htn wnusybiint hwdwp vwjuwwnbujwsd Gupwhwdwlywpgbpp wbwp £
punapytu wju gnpdwnnyputipp U Sniuyghwubipp, npnug dhongny hwbwlunpnubipp wnusybijnt Gu
hwdwlwpgh hbn L Ywpnn GU, pun uvwhdwujwd wwjdwulbph, Ywwwpbp npnawyh
gnpdnnnipjniuubph owpp: Ujn Gupwhwdwlywnpgbpu &U'

- Uywuwpydwu b pnnnpubiph Gupwhwdwlwpagp,
- Ninunpubipp dwungdwu Gupwhwdwlwpap,

- Ninunph wuduwlywu gpwubujwyn,

- Ninlinph poowyhts hwitywanp,

- Unpwnpwunhy hwbwlunpnh wudtwywu gpuubujwyp:

4.1.1. UMUUUNr4YUuUL 64 ANLNLLENP BLEULULTULLUUNGL
Uwwuwpydwu U pnnnpubipph Gupwhwdwlwpgp wbwnp wwwhnyp'

- Stntlwwndwlwu  dwnwjnypniuubph  Jwwnngnudp  (Upwnyw hwéwfu  wpdnn  hwpgbiph
wwwnwufuwuubpp),

- Snduwjhu Yphsubph htn juwdwsd' uywuwnpydwu gnpdwnnypubpp,

- Spwdwnpynn dwnwjniejniuutiph junwywpdwu gnpdwnnyubinp,

- Pnnnp-hwygbiph duwynpdwu gnpdpupwgp,

- Wwhwunwlwuwgywsd hwnnpnwygniejwu huwpwynpnyeniup (Chat),

- Ppwnwpdnyenituutipnh (thnfugnpdwygnip)niuutiph) wwwdniejwu gpwugnidp:
Gupwhwdwlwpgp wbwp E wwywhnyh hbnlyw| hhduwywu wwhwugubiph hpwlywuwgnudp'

- Snipwpwginip hwpgnd winp £ unwuw sypluynn unyuwlwuwgdwu hwdwp (case ID),

- "thdnudp wbwnp £ niubuw dywydwu gnpdnnnipjwt dwdwuwlwhwwndws, npp wbivp ubpwnh
hGunlyw) thnybpp'

- Hhdnwp hwpqwnnid,
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- $njuwugnud hwdwwwwnwufuwu pwdupu,

- Cwdwywunwufuwt pwdund yGpwdawynid,
- Upnyntuph gpwugnud,

- thdnudwwnnthu wpryntuph tnpwdwnpntd,

- Hhdnwh wwpunnd:

Uuhpwdbownniejwu nbwpnd wbwnp £ htwpwynp (huh wybjugubp dhowuljwy thnybip:
Opphuwy '

- Lpwgnighs inbinGwwyniejwt unwgntd,
- Tthdnwh hnfuwugnud wy gnpdpulybpng’ wwwnwuluwuh uywunuing,
- Tthdnwdh hnfuwugnud® wy] Wwwnwufuwuwwnne puduhu:

Gupwhwdwlwpgp wtiwp £ hwoqunh nhdnwp htn Yunwpynn pninp thnthnfunieyniutbpp:
Gupwhwdwlwpgp wbwp £ wwywhndh nhdnudp hwoqundwu hbnlyw| dGfluwuhgdubpp’

- Ybip Ywph (hwdwwwwnwufuwu pwduh) dhongny,
- Pogwht hwylwsh dhongnd,
- [atid goh (htnwfunuwlwuwh) dhongndy,
- Uywuwpydwu YGunpnuh owtipwwnnph dhongny:
Cwbwfunpnht' nhdnwh Yupgwyphdwyh dwupu wnbnbywgubint nwuwlubpu GU'
- SMS Jwpé hwnnpnwagnpntejniuutpn,
- ElGYywnpnuwjht thnuwnp,
- Uuduwlwu gpwubujwyp,
- Poowhtu hwybwép (wuduwlwu gpwubujwyp),
- Uywuwpydwu Ysuwmpnuubipp:

Gupwhwdwlwpgh dhongny hwbwfunpnubpht - wbwp £ wpwdwnpdh  hbGnlyw
nbnGywwnynieyniup’

- Qnpdénn ypnnntyuinubph dwuht,
- Lbipyuywgynn Ynhgh dwuht (duwgnpn, tppebiph pwtwl, dwdltnh wdwpun b wjju),

- Sndubipph b Ywwwpywd gnpdwppubtiph Ybipwpbipjw) (Unyuwlywuwgywsd ninunph wnyjwiubpph
hhdwu ypw),

Gupwhwdwlwpgp wbwp § wwywhndh winduwihu Yphsubiph gnpdnnniejuup wnpusynn’
uywuwpydwu hbwnlyw| gnpdwnnypubpp’
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- Unhsh woluwnniwlnuejut unnignud,

- Cwoytiyonh Ywd dwnwjnypiniuutinh nbnwighnfunid wuuwpp Ynhshg unp Ynphsh ypw,
- wiytilgnp Yud Swinwynuggniutiiph wbinwithntunad Ynpgywd Ynhshg unp Ynhsh Upw,
- YUphsh wpgbijwthwynd (wwywwngbjwhwyned):

Gupwhwdwlwpgp' hwdwlwpgp uywuwpynn wouwnwygh hwdwp wbwp £ hgniwg
(hunbpdbjuph dhongny) wwwhnygh hbnlyw| $niuyghnuwniegniup’

- Yphsh dwuptu  wbnbywwnyniejwu npnudwu  htwpwynpnygjwtu  wwwhnynd® puwn Yphsh
hntunhdhlywghnu hwdwph,

- Ogunwgnhpng dwuht wmbntlwwnynigjwu npnunwd, pun’
- ognwiwnhpng dwolwuywu,
- filGYywnpnuwjht thnuwnh,
- htinwfunuwhwdwph,

- Npnund® pun Yphsh hbwn  wungwgynn wpnpniynubph  (Ubpwnyw; hhtu  oguwgnpdwé
wnnnnilyinutinp),

- Npnunud’ puwn EjGYwnpnuwghtu winduwhtu hwayblonh |hgpwynpnudubph,

- NMinunpnieiniuubph Ypwpbpjw wdthnth nbnbywnydniygjwu duwynpnud b nwwgpnd’ puwn
wnpjwéd dwdwuwlywhwwnywsh,

- Mnunph EEYwpnuwht wninduwght  hwaybYonh  thnthnfunieyniutubph  Ybpwpbpjwg  wdthnih
nbnEywwyniejwu suwynpnd b nwwgpnud' pun npwd dwdwuwlwhwwnywsh,

- Minunph wndywiutipp thnthnfunientt (k. thnuwn, hbnwfunuwhwdwn):

4.1.2. M16dNPLErh SULMISU UL BLlFUCUT ULYUNGL

Gupwhwdwlwpgp twfuwwnbudwsd t hwbwfunpnh Ywd nipunph hbwn' EGYunpnuwhu
hwnnpnwygntejwu dhongutipny Yww hwuwnwwnbiint hwdwp: Gupwhwdwywpgp wbnp wwywhnyh
hbunlyw| $niughnuwnipniup’

- Stnywwnywywu dhongubiph Yunwywpnid'

- filGywnpnuwjhtu thnuwn,

- SMS,

- Push-notification wuduwlwu gpwubtjuynid (poowjhu hwybjwdnid),
- Stntlwwndwlwu hwnnpnwgnpnieiniututiph uintindnid (tnthnfuntd),
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- Uhuy nbnGlwunynipjw dwunwgbp, wbnGlwwndwlwu dhongh punpnigjwu htwpwynpnieiniu
(El6Ywnpnuwjhu thnuwn, SMS, Push-notification),

- Sbnbywwdwlwu hwnnpnwgpniginiuubph  htppwlwunypywu duwynpnd’ pun Yuwnwpdwu
htippwwuntejwu,

- Stintlwwywywu hwnnpnwgpniejniutiph htinn dhwuhtu  hwohy-wwpwupwanpbph nipupybnt
huwpwynpnipjntu:

4.1.3. m14dnrp ULALULUL ruvsL3ULUL

Ninunph wudtwywu gpwubtjuyp (website) whwnp £ huwpwynpnip)niu pudbinuh ninunphu
dnunp gnpdt; wuduwlywu gpwubtyjwly b Yufudwd ninunpp Ywpgwyhbwyhg' Yuwnwnpb) wwppbp
gnpdwnnypubip:

2hwownws  Ywd  sunyuwywuwgywd  oguwwnbptph  hwdwp  wuhpwdbion
$niuygnuwinieniup’

- Pwquwtignt hunbipbtjuh wnywynigyniu (hwjtpbu, nnwbptu, wug|bptu),
- Mpnnniywnubiph dJwupht wntntlwwnyniypjwu wpwdwnpnid,

- Snduwjht Yphsh hwoytiyonh unnignid (Unyuwlywuwgdwu hwdwnny),

- Snduwjht Yphsh hwoytyonh hwdwipnid (Unyuwwuwgdwu hwdwpny),
- Lnp wuduwlywu gpwubujwyh gpwugnid:

Uudtwlwu gpwubijwyp wbwp wwwhnyh wndubph Jwéwnph Jwd |hgpwynpdwu
htwnlyw| mwppbpwyubpp'

- Pwulwjphu pwpwnndy,
- ElGYwnnpuwjphu yéwpwjhu hwdwywpgbipny,

Lwojwnywd W unyuwlywuwgywsé ogwuwwnbiptipp hwdwp wuhpwdtiown
dniuyghnuwnypniun’

- Mpnnniywnubiph dwuptu wnbnGlwwunynyejwu npwdwnpnd,

- Snduwjht Yphsh hwaoytiyonh unnignid (unyuwlywuwgdwu hwdwnpny),
- Snduwjht Yphsh hwoytiyonh hwdwipnid (Unyuwwuwgdwu hwdwpny),
- Yphsh Ygnud' wuduwlywu gpwubujwyhu,

- Yudwéd wypnnnynubiph ybipwptipjw) mbnGywwnynypjwu npwdwnpnid,
- Cwyythonh unnignid b hwdwpnid,

- Cwdwpnwdutiph ybipwpbipjw] nbnwunynyejwu inpwdwnpnd,
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- hpwywuwgywsd tpptiph ytpwpbipjw) wbnbywwnyniypjwu npwdwnpnid,

- Yphsh pinywynpnud (wwwpinyuynpnwd), pwgwnnigjwdp’ hwwnndy fudpbpht npwdwnpdws
lnhsutinhg,

- Qoqwuwgnpdwd duwgnpnh wbnuihnnnd wy Yphsh dpw, pwgunnigjudp’ bpplbynyejwu
wpwnnuntejnlu niutignn pwnwpwghubtipht npuwdwnpywéd Yphsubiphg,

- bgwd wuduwywu ndjwiutiph thnthnfunieiniu,
- Pnnnp-hwygbiph untindnid U uwpgqwyhbwyh nhunndd,

- Uuhwnd pwuyuwihu pwpwnp Yud poowihtu uwppp' Jdwpwihu hwybwdny npwbu pwgdwyh
ognwgnpddwl  wnnduwjht pwpwn (wpnubidGuwn) gpwugbing, |hgpwynpbint b Yunwywnbnt
huwpwynpniejntu:

4.1.4. PRRU3bPL <UYbLYUDL

Poowjhu  hwybwdp' Spwgpwihu  nwdnd £ b bwjuwwbujwd £ 10S L Android
wwwnpnpdubph  hwdwp:  Poowihtu  hwybywdp wbwnp £ dhndwd |huph  pwpdpwgubint
huptwuwwuwnydwu huwpwynpniejniup:

Poowihtu hwybywép wtwnp £ wwywhnyh hbnlyw| $niuyghntuw| huwpwynpnieginiuubpp,
sgnpwugqwd ogunwunbptph hwdwp'

- Pwquwtignt huntipbtjuh wnywynieginiu (hwjtptbu, nnwbptu, wugtptu),

- Mpnnnywnubiph dwuptu wnbnGlwwunyniyejwu npwdwnpnd,

- Snduwjht Yphsh hwoytyonh uinnignud (Unyuwlwuwgdwu hwdwpny),

- Snduwyhu Yphsh hwaoytiyonh hwdwipnid (Unyuwwuwgdwu hwdwpny),

- Ubjwugqwdjw QR code wnindup qhiutipugdwu huwpwynpnientu,

- Lnp wuduwlywu gpwubljwlyh gpwugnid,

- Yphshg'  wbnbywwndnipywu  wpwdwnpnd  (Juwgnpn,  Ygwd  wpnnniyunutp),  NFC
Pniuyghnuwnypjwdp hwgbigwsd poowihtu uwnptiphu, npnup nlubu pwg dniinph htwpwynnpnieiniu
nbwh NFC Yphsh API (Android),

- Ninunputiph mbintywwnywywu hwdwlwnpgh (PIS) htn hwdwwwwnwufuwu $niuyghnuwniejw
(hunbigpywontpjwu) Yhpwndwu huwpwynpniejniu:

gpwugyws ogunwwnbpbph hwdwp'
- Pwqdwitignt hunbpdbiju (hwtiptu, nnwbpbu, wugbptu),
- Lnyuwlywuwgdwu wwnpgbgnud' dwinuwhbwnph, PIN Ynnh Ywd phndbinphy wndjwiubph dhongny,
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- Uudtwlwu ndjuiutiph thnthnfunipjwt huwpwynpnip)ntu,

- Mpnnniynubiph dwupt wnbnGlwwnynyejwu npwdwnpnd,

- Snduwjhtu wypnnniywnubph punpdwt b fudpwgpdwt huwpwynpnie)ntu,
- Snduwjht Yphsh hwoytiyonh unnignud (Unyuwlwuwgdwu hwdwpny),

- Snduwjht Yphsh hwaybtiyonh hwdwipnd (Unyuwwuwgdwu hwdwnny),
- Yphsh Ygnud' wuduwlywu gpwubujwyhu,

- Sudwd wpnnnyinutiph ybipwptipjw) wnbnGlwwnyniypjwu npwdwnpnid,
- Cwyytlonh unnignid b hwdwpnid,

- Cwdwpnwiubph ybpwpbpjw nbnwunynipjwt winpuwdwnpntd,

- hpwywuwgywsd tpptiph ytpwpbipjw) wbnGywwnyniygjwu npwdwnpnid,

- Yphsh pinywynpnd (wwwpinyuynpnwd), pwgwnnigjwdp’ hwwndy fudpbpht npwdwnpdws
linhsutinhg,

- Qoquwgnpdwd Juwgnpnh wbnwdinnnd wy; Yphsh ypw, pwgwnnipjudp' bpplbyniejwu
wpwnnuntejnlu niubignn pwnwpwghubipht inpwdwnpywéd Yphsubiphg,

- Pwuluwjhu pwpuinp Ygnu b fudpwagnntid,

- W EiGYunpnuwht npudwwwuwyubph Yygdwu huwpwynpnie)nil,
- Yhpnniw| pwulwiht pwpuinh unbindnid,

- Yhpunnwy, pwqdwyh oguwgnpddwu Mifare pwpunbiph uwntindndd,
- Ubljwuqudjw QR code windup’ gbubpwgdwu huwpwynpnigyniu,

- Yphshg'  wbnbywwdnipywu  wpwdwnpnd (Juwgnpn,  Ygwd  wpnnniyunutp),  NFC
dniuyghnuwnpjwdp hwgbligwsd poowihu uwnpptiphu, npnup nlubu pwg dniinph huwpwynpnieiniu
nbwh NFC Yphsh API (Android),

- Ninunputiph mbintywwnywywu hwdwlwpgh (PIS) htivn hwdwwwwnwufuwu niuyghnuwnipjw
(hunbigpwonipjwt) Yhpwndwu huwpwynpniejniu,

- Pnnnp-hwgbiph untindnid b ywpgwyhbwyh nhwunnid,

- Uuhwynd pwuluwihu pwpwnp Ywd poowihtu uwppp' Ydwpwihu hwybwdny npwbiu pwgdwyp
ogunwgnpddwu wnduwjht pwpwun (wpnubdbuwm)' gpwugtint, |hgpwynpbint bW Yunwywpbne
huwpwynpnieniu:
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4.1.5. unPNNrUShd <UBsUNM T ULALUUUL GrUUBL3ULUL

Unpwnpwunhy hwbwfunpnh wuduwlywu gpwubtjwyp bwjuwwnbuwsd & hpwwpwuwlywu
wudwug U Yuwgiwybpwnigyniuubiph hwdwp: Wu dwnwnipintuhg ogunytiint htwpwynpnientu
wbwnp £ niubGuwu wju puybpnieiniuutipp, npnup hptug wofuwwnwyhgutiph hwdwn dtinp Yptptu
wmpwuuwnpuwihtu nndubip (Swnwynipjniuutbip):

Wu bupwhwdwlwpgp hpduwlwund  Ypyund £ (npnowyh  wwppbipnieginiutbpny)
«Ninlnpp wuduwywu gpwubtjwyp» Gupwhwdwlwnpgh $niuyghnuwinieiniup:

Gupwhwdwlwpgp whwnp wwwhnyh htnlyw $niughnuwniegniup’
- Snduwjht ypnnnyinutiph punpdwt fudpwhtu Gnwuwy,
- Snduwjhu Yphsubph wuhwnwlwuwgnud' hwdwwwwnwufuwt woluwwnwlygh wuntuny,
- Uphsutipnh gnigwyh fudpwgpnud (wybijwgnid, htnwgntd),
- Yudwé wypnnnywinutiph ybpwptipjw) nbnbGlwwnyniypjwu npwdwnpnid,
- Cwoybtyonh unnnignid b hwdwpnid,
- Cwdwpnwdutiph ybipwpbipjw] nbnwunynypjwu inpwdwnpnd,

- bpwlwuwgwé Gpebpph  Jbpwpbpjw] wbntyuwydnigjwu  wpwdwnpnd  (ludpwht W
wuhwwnwlywu),

- Yphsubiph pinjwynpnud (wwywpnywynpnid),

- 2ogunwgnpdwsd duwgnpnh nbinwthnfund wy Yphsh ypw,

- Ugywd Ynpwnpwunhy wnydjwiutiph thnithnfuniejniu,

- Pnnnp-hwgtiph untindnid U npwug Ywpgwyhbwyh nhundwt huwpwynpniejniu,

- Npnawyh dwdwuwlwhwundwsdh hwdwp dwwnnigwsd b unwgywd dwnwinieiniutbph dwywih,
pwuwyh b swihp ybpwpbipjw) hwaybunynipniuubph inpwdwnpnid,

- Cwohy-wwpwupwgnpbph huptwgtuwwn nwuwyny unwgdwu, nwdwl, wpnwhwudwu (MS
Excel, xml, CSV) huwpwynpnipjntu:

4.2. S\UUu3nrL <uvuwuwurgeh Uh2mub sulucvvuvwuresre
4.2.1. S\UuGrp <uc4UNU UL curuc<uvuuuraee

Sndubph  hwowndwu bGupwhwdwlwpgp uwfuwwnbujwd £ wndubph  Jbpwpbipjwg
nbnGlwwnyniypjwt hwoqwndwu, Jywldwu b wwhwwudwu hwdwp: Gupwhwdwlwnpgp wbwp k

Ywnwywph wndubph  hwodwnnudp, niunpnigyniuutiph (Bpebtiph) pupwghy duwgnpnp L
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hpwywuwguh wndutiph wéwnph hwowndwu U Jwybpwgnudhg hbGunn wnndup  dwpdwu
gnpdwnnyrubipp:

Gupwhwdwlwpgp wbwp £ wwpniuwyph (Ywhwwup) wnduph  dwuht  hGnlyw
nbntywwnynyeyniup’

- Sndup unyuwlwuwgdwu hwdwpp (sypyuygnn),
- Owbpwwnnnpp,
- Mpnnnwywinp wnGuwyp,
- Ywéwnph wduwphyp,
- Qnpoénnnipjwu dwdlybinp,
- Utwgnpnp,
- Wu Yphsh unyuwywuwgdwu hwdwpp (sypyuynn), nph ypw hwoywnywsd £ nndup,
- Sndup Ywpqwyhbwyp:
Gupwhwdwlwpgp wbwp b wwwhndh hbnlyw; $niuyghuwniegniup’
- Sndubiph hwoywndwu gnpdwnnyep'
- Sndup hwpywnnid' hwodwndwu Gupwhwdwlwnpgnid,
- Spwuquyghwh hwodwnnid' mpwuquyghwubiph hwodwndwu Gupwhwdwywnpgnid,
- Sndutiph Ygnuip' Yphgutipnht,
- Sndubiph gnpdnnnipjwu dwdlybnh Yunwdwpnid'

- Sndup pupwghp Ywpqwypbwyh unngnd b hGunwgqwind  huwpwynp
thnthnfunyeniuutiph Ywunwpnud,

- Sndup Yupqwyhbwyh thnthnfunipjniu,

- Ywpgwypbwyh dnnfunipjwu hwydwnnd®  wnpwuquyghwubph  hwoywndwu
Gupwhwdwlwnpgnid,

- Sndup unyuwlywuwgdwu hwdwpny (syplyuynn) npnudwu huwpwynpnie)niu,

- Luwn punpdwd punpny hwinlwupubiph' windubipph $hunpwghw:

4.2.2. SNUUU3PL Urh2Lere [FNUNL4UUL 64 <Uc4UnU UL
tLurucuvuwuraee

Snduwjhtu Yphsubiph pnnupydwu b hwowndwtu Gupwhwdwlwngp twluwwnbuwsd Lk
wnduwjhu Yphsubiph dwuhtu nbnGlwwunyniygjwu hwojwndwu, dywydwu b ywhwywudwu hwdwp:
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Gupwhwdwlwpgp wbtwp £ wwwhngh pninp Yphsubph hwownndp, wwhbunngnpnup L
pwotunuip' Jwdwnwybinbphu:

Uphsubiph ePnwpydwu b hwyywndwt Gupwhwdwlwnpgp wbwnp eny Lw Yphshtu Ygbi
htwnlyw| wbntywwnynyeyniup’

- Uphsh inbuwyp,

- Yphsh hwdwpp' vinduwihtu hwdwlwpgnid,

- Yphsh unyuwlywuwgdwu hwdwpp (sypyuynn),

- Yphsh hwoqwndwu wduwehyp,

- Gnpowdnipjwu Ywpgqwyhbwyp,

- Skntywwynipniu’ ubi-gnigulubipnud gunuybint Jwuhu:

Cwdwlwpgnn  wjuwwwlygh hwdwp  Yphsubph  pnnupydwtu b hwodwndwu
tupwhwdwlwpgp wbwp £ wywhndh hbnlyw $niuyghnuwniegniup’

- YUphsubiph hwodwnnd® wnyjwubph Yyepnudwu dhongny (fudpwiht (csv, xIsx)),
- Cwoywnywd Yphsubiph htinwgnid, thnihntund,
- Uphshg nbinGywwyniejwu Ywpnnid (gpntd),

- Uphsh  hbwn  Yuwwuwpdwd  qininfunggniuubph wwhwwund,  (Ubpwnyw] nhubnt
huwpwynpniejniup),

- Uphsubiph fudpwpwuwlubiph wbnwinfunieiniuutiph thwuwnh hwogwnnd,

- Uphsh pinywynpdwu (wwwpnywynpdwt) hwunh hwojwnnid:

4.2.3. ELeUSrNuLU3hL SNUUU3hL <ucdtuchnuerp cuEFULUTULLUNGL

ElGYwnpnuwihu wininduwihtu hwaytlyohnutiph Gupwhwdwlwpgp bwuwwnbuws £ wninduwhu
hwdwywnpgnud nnduwjhu Yphsubiph hwadtyshnubiph wwhwywudwu b Yuwnwyjwpdwu hwdwp:
Gupwhwdwlwpgp wbiwp £ huwpwynpniyentt tnw hpwlwuwgubint ydwpnwd, hwajwugned b wyju:

Gupwhwdwlwpgp whwp £ wwwhnyh hGnlyw| $niuyghnuwnieniup’
- wiytilgnh |hgpwiynpnud,
- Cwyytyonh hwogwugntid,
- EiEyunpnuwihtu tninduwihtu hwaytlonh unbindnid® Jhpunuwy Yphsh gpwiugdwdp,

- ElGYwnpnuwihu tninduwihtu hwaytlonh gnpdnnnipjwu dwdybnp Yunwydwpnid:
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4.2.4. SMULRUUSPULEMP KUTUYUNU UL BLULUTULUNGL

Spwuquyghwutiph  hwoywndwu Gupwhwdwywpgp Uwjuwwnbujws L Phuwtuuwywu
gnpdwppubiph ypwpbipjw) wntintywwynigjwu hwojwndwu, dowlydwu b wwhwwudwu hwdwp:

Gupwhwdwlwpgp wbwp £ hwpquwnh U  wwhwywuh hGnlyw] gnpdwppubinh
(npwuquyghwubph) wbuwyubpp'

- Sndubiph Jwéwnp,
- Jwdwnph stnupynud® hwdwywnpgh Ynndhg,
- EiGYwnpnuwhu tnduwihu hwaybyonh |hgpwynpnid,
- ElGYwnpnuwihu tninduwihtu hwaytYyonh (hgpwynpdw sEnwnynid,
- Jwybpwgdwu npwuquyghwubp' ubpwnw| Gupwwhwbpp (Ununp, wnbintnfu),
- Bpeh nntpugpnd’ tindupg,
- Uhongubiph nnipugpnud’ fjGYunpnuwghu winduwhu hwaybyonhg,
- Uphsh Ywpgquyghtwlh thnthnfunigjwt pwuquyghwubn,
- Uphsp wuduwlwu gpwubbywyhu Ygdwt (wugwndwl) mpwuqulyghw,
- 3pn Ynndp hwdwlwpgbiph Ynndhg nndubiph qbubpwgdwu ywwnygbph wpwuquyghwutp,
- Sndubipph ybipwlwuqudwu gnpdwpuptip (Juybpwgnid, stnwnpynid),
- Uphsh thnihnfuniejw gnpdwnppubin:
Gupwhwdwlwpgp wbwp b ywhwywuh hbwnlywih gpwnnudubpp’
- Cwonnniejwdp jwwnwpjwsd (wjwpwnywd) gnpdwppubin,
- UWuhwynn Yuwwpdwsd (wjwpndwsd) gnpdwppubip’ gpwugbing dwjunndwt wywwnbwnp,
- Qnpdwppubip, npnup gwnuynwd Gu pupwgph dby:

Snpdwpnph hwoywndwu hwdwp wuhpwdbion § htnlw| ujuquagnytu wnbnGlwwunynyeniup
(punpn2 hwwnlwuhoubpp)'

- Snpdwipph (inpwuqulyghwh) hnbunhdhlwghnt hwdwnpp (SYsyuynn),

- Gnpéwpph Yuwunwpdwt wduwehyp b dwdp,

- QGnpdwpph hwojwndwu wduwphyp b dwdp,

- Snpdwpph (npwuquyghwih) Yuwnmwpdwu Ynnpnhuwnubipp (GPS Lat, Long),

- Snpdwnph (npwiuqulighwih) wkuwlp,
- Snpdwpp Ywwnwpwd uwppp (nbuwyp, uwpph unyuwlwuwgdwu hwdwpp),
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- Snpdwpp Ywwnwpwd uwpph wnbnwnpdwu Jwpp (npwuuwnpwnwihu dhongp),
- Spwuuwbtipunwhtu owtpwwnnph Ywd thnfuwnpnn juqdwybpwnipjwu wujwunidp,

- Qnpdwnph Jwuhtu wj| wmbnGlwwnynipiniu gpwugbint huwpwynpniggnu’ Ywiuwsd gnpdwpph
nbuwyhg,

- Fnpdwinph Ywpgquiyhtwyp,
- Ubipddwu wywundwnp:
Gupwhwdwlwpgp wbwnp wwwhnyh hbnlyw $niuygnuwniegniup’
- QGnpdwnpubiph (npwuquyghwubph) npnunwd® puwn Ybpp uogwd punpng hwnwuhoubnp,
- Gnpdwppubiph (npwuqulyghwubph) hwodwnnud' pun npwuquyghwubph wbuwyh,
- Gnpdwppubiph (npwuqulyghwubph) npnunwd’ puwn unyuwywuwgdwu hwdwph:

4.2.5. YUJYLEMrUSU UL bLlucuvuwurqe

Jwybpwgdwu Gupwhwdwlwngp wtwp £ wwywhnyh windutbiph W Yphsutiph ywybpwgnidp
wnnduwjhtu hwdwnpgnid b Juihnwunnpubiph dwlwpnwyned:

Jwybpwgdwu tupwhwdwywpgh pwnwnphsubpp wtwp  nmbnulywywd |hubu tnnnduwjhu
hwdwlwpgh dhontynud b Jwihnwwnpubph dwwpnwynud: Gupwhwdwlwpgp wbwp £ gnpdp’

- Yuwint Yuwwh wwwhndwtu nbwpnid, Jwybpwgdwu hpduwlwt gnpdwnnyep wbtwp §
Ywwnwpyh wndnuwjhtu hwdwwpgh dhontyned,

- Jwipnwwnpubph b winduwjht hwdwYwpgh dhontyh dhole gnpdnn wulwyniu uwh nbwypnud®
quybtipwgnuip wtwp £ Ywwwpdh Juihnwunnputph dwwpnwynd, b Yuwh Yupgwynpdwu
nbwpnd' Yuwwpwd (wjwpndwsd) gnpdwppubiph Jwuhtu wdjuiubpp wbwp £ fhinfuwugytu
wnnduwjhtu hwdwYwpght:

Gupwhwdwlwpgp, Jwhnwwnpubph dwiwpnwynd wugwug (offilne) Jwybpwgdwu
nbwpnwd, wbwp b wwwhndh hbnlyw $niuyghnuwnieiniup'

- YUphshg ntintwwyniejwu (message authentication code, MAC) uwnnignid,
- Ul (back-list) W hwuwn (hunt-list) gnigwyubiph nbnwjhtu (Jwihnwwnph dwwpnwynid) unnigned,
- Ypluwyh dnunptipp (Jwybpwgdwt) nbnwjhtu (Juihnwunnph dwwpnuwynd) unnwgnid,

- Stnthnfubiph  pwuwyh wbnwjht  (Juihnwwnph  dwiwpnwynd) unnignd  (dBY Gpeh
uwhdwuubpnud),

- Cwwnty fudptiph GppUbynieintup wwwhnybint hwdwp nbnwjhtu (Juihnwunph dwywpnuyned)
uwnnigny,
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- Utuwgnpnh (Gpptiph pwuwyh hwuwubjpnjwu) nbnuiht  (Juwihnwwnnph  dwwpnuyned)
uwnnigntd,

- Uugwug (offilne) Jwybpwgdwtu pupwgpnd hwoqunjwsd wnbnGlwunynigjwt  thnfuwugnid
nnduwjhtu hwdwlwpght' wudhowwbu Ywwh yepwywuquwu nbwpnid:

Uphsnud hwojwnqwé nmnduwjh wpnpnynp nbypnid*

- Gpph dwpnw W duwgnpnh epwhwodwpy' Yphsh dpw (ninlnpnipjut pwuwyny uwhdwudwsd
wnndubiph hwdwn),

- Gpeh Jwpdwtu nbnwjhu (Jwihnwwnph dwywpnwynud) hwodwnnd (ninunpnigjwu pwuwyny
uwhdwuywd wnndubph hwdwn),

- Qnpdwpph (wnpwuquyghwih) b ognwgnpdywd wnnduh dwuhtu wnbnGluwnyniypjwu nbnwjhu
(Jwihnwunnph dwlywpnwynid) hwodwnnid,

- Pnthnfudwéd bitmap-h ybpwdwjuwgpnid:
Uphsnid wwhynn hwyytyonh nypnud*
- Mpnnnitywnh wpdtiph unnignid,
- Cwyyblonh duwgnpnhg ninunpniejwu wpdtiph dwpnd,

- Cwytly2nh duwgnpnhg ninlnpniejwt wpdtiph dwpdwt nbinwihtu (Juihnwwunph dwjwpnwyned)
hwoqwnnud,

- Snpdwpph  (npwuqulghwih) - Jbpwpbpw)  nbnGyungnigjuwt - ntinwihu - (Juihnwwnph
dwlwpnwynwd) hwodwnnid' pun ogunwgnpdywd hwodbyonh,

- $nthnfujwsd bitmap-h ybGpwdwjuwgpnd:

Utuhwynud pwulwhu pwpnbpnd Ywd poowjht uwppbipny hwuwtbh EGYunpnuwhu
J6éwpdwu (Apple Pay, Google Pay, Samsung Pay U wjju) tnwuwlubpny Juwybpwgdwu nbwpnid’

- Sndubiph qudwu nbnwjhu (Juihnwwnph dwywpnwynwd) hwajwnnid,

- Sndubiph qudwu gnpdwpph  (npwuqulghwih) wbnuiht (Juihnwwnnph  dwiwpnwlynud)
hwoywnnud,

- Minunpnijwt gnpdwpph  (npwiuquihghwih) - wbnwihtt (Juihnwwnph - dwiwpnwynid)
hwaoywnnd:

Bupwhwdwlwpgp Jwihnwwnpubph dwlwpnwynd, wngwug (online) Jwybpwgdwu
nbwpnwd, wbwp b wwwhnyh hbnlyw) $niuyghnuwinieiniup’

- YUphshg ntintwwyniejwu (message authentication code, MAC) uwnnignid,
- Ul (back-list) b hwuwn (hunt-list) gnigulubiph unnignid,
- Ypyuwyp dnunptipp (Jwybpwgdwt) unnignid,
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- Stinthnfubiph pwuwyh unnignud (dGY Gpeh uwhdwuutpnid),

- Uphsubpnud  wwhwwuynn  wbntlwwyniggwu b wnduwht hwdwlwpgh  dhole
hwdwdwdwuwytgnid (Gpp Ynphsp hwyynid £ Jwihnwwnphu),

- Gppeh hwdwp wnw duwgnpnh (nndubiph) unnignd,
- Cwunty fudpbiph hwdwp' Bpelblybine ppwyniuph unnignid,

- Uuhwnd pwuyuwihu pwpwnp Yud poowihtu uwppp' Jdwpwihu hwybwdny npwbu pwgdwyh
ognwgnpddwl mnduwjht pwpwn (wpnubdbuwm) hwowndwd hubint hwuwinh wywnndwun unnignid
b hwodwndwd (hubnt nbwpnud, Gpeh (nndup) Jwpnwd' hwoytlyonhg:

Uppsnid hwajwnjwé nmnduwght ypnpnynp piypnud®
- Gpph dwpnid b duwgnpnh yepwhwodwpy' wnninduwjhtu hwdwlwpgntd,

- Snduph oguwgnpddwdp  wpwuqwlyghwih gpwugnud®  wmpwuquyghwubph  hwoqundwu
Gupwhwdwlwnpgnid,

- Pnthnfudwd bitmap-h yGpwdwjuwgpnid:
Uphsnid wwhynn hwyytyonh niypnud*
- Niunpnijwu wpdbiph dwpnud® biEYwnpnuwihtu winduwjhtu hwoyblonh Gupwhwdwlwpgnud,

- Cwadtiyonh oguwgnpddwdp, Jwybpgdwu wnpwuqulyghwih gpwugnd' wnpwuquyghwubph
hwoqwndwu Gupwhwdwlwnpgntd,

- $nthnfujwd bitmap-h ybGpwdwjuwgpntd:

Uuhwynd  pwuluwiht pwpwbpnd Ywd poowjht uvwppbipny hwuwibh EGYyunpnuwhu
Jéwpdwu (Apple Pay, Google Pay, Samsung Pay U wjju) tnwuwlutpny Jwybpwgdwu nbypnid’

- Sndup hwodwnnud' nndubph hwodwndwu Gupwhwdwlywnpgndd,
- Gpph hwodwnnid' tindubph hwowndwt Gupwhwdwlwpgnid:

4.2.6. Utd 8miSuuLGNp UNUYUNrU UL tLEUSULTUHUreL

Ul gnigwlubiph Yuwnwywpdwu Gupwhwdwlwpgp wtiwp £ wwywhnyh oguwgnpddwu
uwhdwuwthwynd  niuignn ~ Yppsuph b wndubph gnigwlyubph  wwhwwundp,
hwdwdwdwuwybigndp Jwihnwwnnpubph hbn W Yunwywpnidp:

Ub gngwyp Ywnwwpdwtu bGupwhwdwlwpgp wbwp L hwdwdwdwuwybguh
Jwihnwwnpubiph htiwn gniguwyubiph hbnlyw| wbuwyubpp'
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- Sndubiph ul gnigwyutipp,

- Yphgutiph ul gniguiljutipp,
- Sndubiph hwuw gnigwyutipp,
- Uphsutiph hwuw gnigwlyubipp,
Cwdwlhwpgp wbwnp £ wwwhndh  ul  gnigwyubph  Yunwydwpdwu  hGnbyw)
$niuyghnuwinipyniup’
- YUphsubiph L wnindubiph hwodwnnid ul gnigwyubpnud®
- hbwpnwfunyejwu gnpdnnnieyniuubph  hwynuwpbpdwu  nbwpnd® hpdp  punniubing

fuwpnwfuntejniuutiph Ywufuwngbdwu Gupwhwdwlwnghg uinwgywd
wntntywuwnynyeiniup,

- Uthwwwlwu gpwugnwdubph nbwpnud* huyhs owybpwwnnpp Ynndhg Yuunwpyws,
- Ul gnigwijubipp b npwugnud Yunwpywd thnthnfunie)niuutiph wywhwwuntd,
- Ul b hwuwn gnigwyutiph Jwihnwunnpubiphg pntwpwthdwu hutwpwynpnientu,
- Ywwh wnjwjnypjwu nbwpnid ul gnigwyutiph owybtipwwhy pwpdwgdwu huwpwynpnientu,
- Ul b hwuwn gnigulubph pwpdwgdwu huwpwynpnigynit’ pun uwhdwunn dwdwuwlwgnygh,

- Lhwgnpwé oguwuwnhpng hwdwp ul b hwuwn gnigwlubph ubpptindwu, JGppbndwu W
thnthnfunipntu uwwnwnbint huwpwynpnipyniu:

Gupwhwdwlwpgp wbwp £ hwun  gnigwyubph  dwuny wwwhndh  hGnlyw
$niuyghnuwinipyniup’

- Sndubph L Yphsubph hwodwnnid, gnigwyubpnd ginghinfuniggniu uwnwpbind  |hwgnpdwé
owtipwwnnph dhgngny,
- Cwuwn gnigwlubiph b npwugnw Yuwnwpywd thnthnfunipniuubiph wywhwwund,

- Ywwh wnluwjniejwu nbiwpnid hwuwn gniguwlyutiph owbpwwnhy pwpdwgdwu htwpwynpnieniu:

4.2.7. UULUSLU3DPL BU SNUUU3PL MPNHMLUSLENP LUNUYUrU UL
tLulrucuvuwuraee

Uwlywquwihut b winduwhu wypnnnyunutph junwjwpdwtu  Gupwhwdwlwnpgp
Uwjuwwnbujws £ uwlwqutpph L wnduwhtu  wpnaniyunubph Yunwywpdwu  hwdwn:
Gupwhwdwlwnpgp wbtwp bt wwwhndh wnduwjht ypnniyunubph b npwug gnpdnnnipjwu
dwidwuwywhwwndwdp  (dowynd, thnpdwpynud, gnpdwpynid, wowlygnd U whwgnpdnid):
Gupwhwdwlwpgp wbwp £ wwwhnyh wnduwjht ypnnniywnubiph, wywnnnputuynpuwhu
dhongubiph wbuwyh, Jwybpwgdwu  hbGppwlwunpjwu L Jwbwnph  ninhubipp
hwdwwbnbipniegniup: LEpYwjwgynn hhduwlwu wwhwugubpu Gu'
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- Snduwjhu wypnnniywnubph hwdwwnbnbihnyejwu uwhdwund' pun wnwyuwhbippniejwu,

- Snduwjhtu wypnnntyunubph W Yphsh hwdwwnbinbijhniejwu uwhdwund,

- Snduwjhtu wypnnniywnubph b Jwbwnph ninputiph hwdwwnbnbihnigjwu uwhdwuntd,

- Snduwjhu wpnnnywnubph W Jwbwnph ninhubph uwhdwunw' pun nipunpubiph Gupwfudptiph:

Gupwhwdwlwpgp wbwp £ wwwhnyh phqubu  wpngbuubph  hpwlwuwgdwu
dbjuwupqdubp’  phuswhupu  Gup  wwppbp  wbuwlh  wpnnnynubph  unbndndp'  pwpn
wwpwdbwpbph  puwnpniejwdp,  WGpwnw]  Jwybpwgdwu  hbGppwlwuniejwtu  pluwnpnigjwu
huwpwynpnijwdp:

4.2.8. UM uhuMifa-3UL UULLUMSELU UL BLUKUUUWHWUree

fuwpnwhunyejwtu  Ywufuwpgbjdwtu  Gupwhwdwlywpgp Uwjuwwnbujwd £ nnduwhu
hwdwlwpgnd swpunnudwd gnpdnnnipyniuubph wuhwwwn pwgwhwyndwup b segnpwgdwup’
huswbtiu wywnund nbdhdny, wjuwbu k| oytipwwnnph dhongny: Gupwhwdwlwnpgh tywwnwyu k
fuwpnwfunipjwu nhuytpp YGpwhuybint b Ywujuwpgbbint  dhongwnnwittph  dowynwip L
hpwywuwgnidp:

Gupwhwdwlwpgp wbwp £ ppwlwuwguph hwlwpw)tp, hGnlyw]  swpunnujwd
gnpdnnnieniuubiph nbd’

- Snduwjhu Yphsubipp L inndubiph Yinbwywpdw,

- Sndup swpnnuwd hnthnfuniegjwu b pwjwuuh [hgpwynpdw,

- Sndup swpunnuwd Jwbwnph,

- Snuduh (Yphsh) dEdwdww| ogunwgnpddwt’ Yupd dwdwuwywhwwndwdnid,
- Bitmap pwuwhutiph wpunwhnuph:

Fuwpnwiuniejwu Ywufuwpgbipdwt Gupwhwdwlwpgp wbwp £ wnndubpph W Yphsubiph
dhongny fuwpnwfunipniuutiph b Yuwulwdbih gnpdnnniejniuutiph hwjmnmuwpbpdwt uywwwyny
hpwYwuwguh npnuntd” hbnlyw| mwppbp ugbuwpubpny’

- Uuhpwdbtignnipgjwtu nbwpnwd hpwlwuwguh wngwug U Jwybpwgunn uwnppbiphg tynn
nbnywwnynipjwu Ypyuwyh unnignd' pun hwdwwwwnwuluwu wwpwdbnpbph,

- huwpnwfunyeyniuubph npnund  (huwpwynpnigjwu  wwwhnynd)' pun  hwdwwwwnwufuwu
wwpwdbwnpbph,

- Unwudhu gnpdnnnipjwt npnunud’ pun hwdwwywwnwufuwt wwpwdbwnpbph:

Fuwpnwfunieintuubph wpdwuwgpdwu thwuwnh nbwpnid, hwdwywpgp wbwnp £ Yuwnwnph
hGunlyw| gnpdnnnipyniuubpp (Ywd npwughg npuk dayp)’

- Sndup Ywd Yphsh wybjugnid’ ule gniguljubpnud,
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- Sndup Ywd Yphsh wybjugnid’ hwuwn gnigwlubpndd,
- Ninlinpp wuduwywu hwoyh (account) wpgbijwthwyned,

- Cwdwlwpgh owybpwunnphtu hwoybinygnigjwu npwdwnpnud uwulwdtih gnpdwppubip uwwnwnpwd
hwayh Ywd Yphsh yepwpbpjw)’ ninbunpp wuduwywu hwohyp wpgbjwthwybine twywwnwyny:

4.2.9. KUCYESYMEF3MLLEN P 64 YU6MLNMONME-3MULLE P BLUCUUULLUNrGL

Cwoybtinynigyniutiph b YGppnwdnieyniuutiph Gupwhwdwlwpgp wbtwp £ wwwhnyh
nnduwjht hwdwwnpgh ubipphtu gnpdpupwgutiph junwjwpdwu hwdwp wuhpwdtion nydjwiubph
dhwynpnudp U hwdwfudpnudp, htusybu twb Yuwnwdwpnn W YyGpwhuynn  dwpdhutbphu
hwoytwnynipniuutiph - wpwdwnpbint bW dbppndwywu  gnpdwnnyputph  hpwlwuwgnidp:
Gupwhwdwlwpgp wbwp b hwdwwwwnwuluwuh hbnlyw] ywhwugubpht!'

- BYniu hwodbinygnipjuu dubph unwgdwu  JGfuwuhqdubph Yhpwnnipyn’ wnnuuwlwghu,
qpwdhlwlwu, pwpinbquiht nbupnd,

- Gupwhwdwlwpgp wbwp £ pny; nw hwobnygnieniuubph wpunwhwund PDF, Excel, CSV
Glwswithtpny:

Cwdwlwpgp wbwnp £ ndjwubph hwwpwagpnwip hpwwuwguh wnujwqu  hbGinbyw)
uygpniupubipny’
- Ywbwndwsd nindubiph (ypnnniywnhp) pwuwlyp, pun’
- Mpnnnywnh nbuwyh,
= 4phgh wbuwyh,
- Ywbwnph tinwuwyh,
- Ywybipwgywd windutiph (Uphsutinh) pwtwyp, pun’
- Spwtuwnpuiwihu ownpwinnph (thnfuwnpnnh),
- dwybpwgdwt nbnwuph (npwuquyghwihu Ygywsd' GPS nyjwjubph),
- Mpnnnywnh wnbuwyh,
- 4phgh wbuwlyh,
- dwdwuwywhwwnywdh:

4.2.10. YULPHUSNMLEPD EUAPULLENPL SMSUHPYNT SETEUUSYUME3UL
uunuduruvuv sureucuvuuuraee

48



Spwuuwynpwwihu dhongubiph (wywnpnwubph, dhypnwywnnpnwiutiph) Juihnwunnpubph
Eypwuubphu gnigwnpynn wbnbtlwwnynieiniup wbwp £ huwpwynp (hup Yunwywnpb hbnwhwp'
yaunpnuwlwu hwugnyghg: StnGlwunynipjwu Yunwdwpnwip wtwnp E htwpwynp |hup Yuwnwnb)
wuhwwwlwu, fudpwihu b pninpp’ dhwdwdwuwl: EYypwupt wpwnwgnynn nbinblwwnynyeiniup
Ywnnn £ (hub) $hpudwd Ywd nhuwdhy thathnfuynn’ Ywiudws Juihnwinnph wwuhy ud winhy
yhdwlhg: Mwuhy yhtwlynud whinp £ htwpwynp jhuh Juihnwnnph Bypwtiht gnigunnbiy dhntin
unyetin, uwywjut wlywhjuglwu wwpwgwind wju wbwnp £ punhwwnygh: dhnbin unebiph
gnigwnpndp  swbwnp £ Juwninhu  dwupwpbnuh:  dwihnwwnpph Eypwup Yunwydwpdwu
tupwhwdwlwpgp wbwp § niubuw'

- Unwuduwgywd wndhuhuinwpwwnhy wpwnwnbd,

- dwjpnwwnpubph  fudptph  unbnénd, pun Gppninn,,  owbpwwinph  (thnfuwnpnn
Ywqdwybpwnipjwi)' hwdwwwwnwufuwu punpdws ID-ubpny,

- Snigwnpynn Ynpbpph Jbppbnudwu, fudpwgpdwy, htnwgdwu huwpwynpnuyeiniu’ punpdwsd
fudpnid,

- Snigwnpynn unebiph’ Juihnwuwnpubp ubippbnubint dwdwuwywgnyg,
- Snigwnpdwu dwdwuwywgnyg,
- Snigwnpwdwu dnuhwnnphug b hwaybwnynieiniutip:

4.2.11. aNrcvusruverbh (OMsrusnrb, enlulHrnib) KUUUM LURLUSEUYUD
tLurucuvuwuraee

Snpoépuytipubiph Gupwhwdwywpgp twfuwnbujwsd £ npwuuwynpunwihu owbpwinnpubph
(thnfuwnpnn Yugdwybpwniejniuubiph) hwdwn: Gupwhwdwhwywnpgp wbwp £ huwpwynpnieiniu
nw uinbindti| oquwwnbiptipp funwp' hpbiug hwdwwwwnwufuwu dnwnph hpwyniupny:

Bupwhwdwlwpagp gnpdpuybpng (owbtipwwinph, thnfuwnpnn Yuqdwybpwnyeniuubinh)
hwdwp wbwp b wwwhnyh hbnlyw| hhduwywu $niuyghwubpp'

- Npnowyh dwdwuwwhwwnywdh hwdwp dJwnnigwd b unwgywd dwnwynientuutiph dwywih
ytpwpbipjw| hwoybwnyniejniuubiph impwdwnpnd,

- Cwoqwndwt wnyjwiutiph thnthnfuniejwu dwuht dwunignid:

®nuwnwnd hwoJwplyubph Yuunwpdwu swywwowyny' gnpdpuytipng hwdwp wbwp L
hwuwubh hubu hbwnlyw| $niuygnhwutpp’

- Pnfuwugnudubiph YyGpwpbpjw| gpwugwdwwnjwuubiph Ubpptinund,
- Wwhwdwwwwnwufuwunipintuubph gpwugwdwwnjwuubph nhunndd,
- Unwudhu wmpwuqulyghwubph npnuntd,

- Uuhwdwwwwnwufuwunipniuubph gpwugnud’ hwdwwwunwufuwt gpuugwdwnjwundd,
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- Snpdpuybipng hwoybtigpnidutiph (accruals) nhwunnid,
- Cwoybinynipynibutipp ubipptinunud (MS Excel, xml, .pdf, CSV),
- Spwuquyghwubiph, nwynwd, wpunwhwunid (MS Excel, xml, CSV):
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5. ULYSULAME3ULL LEMYU3USYNT MULULRLENE

Unwownyynn ndnwdubpp whwnp £ wywhndbu wdpnng hwdwlwpgh wudwnwugnipyniup’
nhuybph dbndwgdwu, uwywnuwhpubph Ywuluwpgbpwu b wpwg wpbwqwupdwu hwdwp:
Cwdwlwpgp wbwnp £ hwdwwwunwufuwuh 1ISO27001 unwunwnpwnhu:

5.1. <uvuuvureh yunmsdyuoLe td SchuLNLNGhUL

Cwdwlwpgh Ywnnigwdpp b wbjuuninghwtu wbwp § hwdwwywwnwufuwubu  hbunjw)
swithwuhoubiphu.

- ISO/DIS 24014-1. Public Transport - Interoperable Fare Management System — Part 1: Architecture
standard,

- EN 15320 Identification card systems - Surface transport applications - Interoperable Public
Transport Applications standard.

5.2. SEN16UUSYME3UL UTUuUU UL QUPULLTLEMD

Cwdwlwpgh wbntywunynieginiup wbwp £ qununuwgpgph b dowydh hwdwédwju hbunlyw
unwunwnpwubpp'

- EN 1545-1 Identification card systems - Elementary data types, general code lists and general data
elements,

- EN 1545-2 Identification card systems -Transport and travel payment related data elements and code
lists standard.

5.3. uurLudnrniverh ULYSULSNE3UL QAUPULNLTLEME

Cwdwlwpgnw pungpyywsd pninp uwppwynpnudubipp wbinp £ niubuwu wuyunwugnyejwu
hbunlyw swihwuhoubpp'

- Jwpnwwnpnd wwhynn wnbnGywwyniejniup wbwnp £ wwonwwugwsd |huh swpunnuwd
dnunpbinhg,
- Cwdwlwngnud whwp £ oginwgnpdtit qununuwgpdwt dwdwuwlwyhg wignphedutp,

- Mbwp L oguwagnpdtii Secure Access Module (SAM) wbluuninghwt Ywd hwdwpdbp wy|
wbfuunnghw,

- Pninp uwnp-uwppwynpnidutipp W hwdwywnpgbpp, npnup ubpgpwyywsd tu pwulywihu pwpinbpph
U EiGYunpnuwiht Jéwnpniudubiph dowydwu gnpdpupwgnid, wbiwp £ |hnyht hwdwwwwunwufuwubu
PCI-DSS-h dhowqguwjhu swithwuhoubphu:
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5.4. dUvVUuUrgeh uL4dSULAME3UL Surrere

Cwdwlwngp wbwp wuwywhnyp'
- Mifare pwpwbph wnbntlwwnynipjwtu wudwnwug Yuwnwdwpnd' Ynnwynpdwt  pwuwihubph
dhongndy,
- Mifare pwpwbiph hwdwwwwnwufuwunyeniup' MIFARE Plus® EV2 unwunwpwnh,
- «Evaluation Assurance Level (EAL) 4» swthwuhubtiph wudwnwugnieyniup,
- Uuduwlwu wndjwiubpp dowlydwu hwdwwwunwuluwunyegyniup' GDPR-hu,

- Uuduwlwu wnydjwiubiph dowydwu b ywonmwwuniygjwu hwdwwywwnwufuwunieiniup <wjwuwnwuh
Lwupwwbwnniejwu opbuunpnipjwup, dwutwynpwwtiu’ «Uuduwlwu wnyjwiubph
wwounwwunijwt dJwuht» wjwunwuh Lwupwwbunniejwl opbuph wwhwugutiphu,

- Cwohyubip dnwnp gnpdtiint wuywnwugnieiniup, npp whwp £ wywhnywd |huh qununuwgnpywsé
Ywuwninny L niubuw 2 factor authentication,

- BiEywpwdwnwlwpwpdwy  fuwdwundubph W punhwnnidubph nbwypnd® wdunndwn
(wuhpwdbywnnejwu  nbwpnud uwb  6Gnpnd) YGpwny uvwhnt  wugnd Ywwwpbip nbwhp

wwhbGuwmwiht uunigdwu wnpjnipht, npp wbwnp £ wwwhndh hwdwlwpgh pwnwnphsubiph
pUwlwunt woluwwnwupn,

- Ywwh fuwthwunwubph b punhwnnudubpp nbwpnd’ wywnndwun (wuhpwdbiounniejwu nbwpnid
twl dtinpny) Ypwny uwhniu wugnd Yuwnwnbip nbwh wwhbunwihu uwwninhubip, npnup Ywpnn
U wwwhnyb| hwdwlywpgh pwnwnphsubiph puwywunu wotuwwmwupn,

- Lunhwunip dpwgpwiht fuwwudwu nbwypnd’ wyunndwun (wuhpwdbounnewu nbwpnd twl
atinpny) wwhbuwnwjhu Yplyuophtwly twppbpwyhtu wugubnt hbwpwynpniejniu:

Cwdwlwpgp wbwp £ pwgwnh ubpybputiphg W nyjwjutiph ownbGdwpwuutiphg wnyjwiutbpp
Ynpniuwnp (redundancy):

5.5. duvuyuraeh pueLudurnfe3ute vsruu3dusdnt nuduvikre
Cwdwlwpgp whwnp £ niubuw hupuwdwpnipjuu hbnlyw) huwpwynpnyeniuubpp’

- Cwdwlwpgp wbwp £ pwolujwd b bwjuwgdjwsd |huh wjuwyhuh dhowdwipnid wtuwwnbnt
hwdwn, npnbin wuluwhwu Yuwp Gpwouwynpywd sk:

- Pninp pwnwnphs uwpp-uwppwynpnwdubipp’ Jéwpwihu wmbpdpuwiubpp, Jwéwnph Ytwbpp,
qwihnwwnputpp b Yunpnuwwu hwdwwnpgp wbwp L wywhnybu dhdjwug dhol uwp, pwig
Uwuwgdywsd [hubu uwl huptwydwn Ytpwny gnpdtiint huwpwynpnigjwdp,
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- Cwdwlwpgp wbwp £ nubuw dGjuwuhgqdutp pninp uwpp-uwppwynpdutiph hwdwdwdbgnudp
huptwdwp Ywnwdwpbint  hwdwp'  wduiubph b gnpdwnuwywu  wdpnnowwuniginiup
wwwhnybint hwdwp:
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6. duvuuurah yurLudnrmuuerbht LeMPUU3USYN1 HNLuUShNULUL
nucuLLGre

6.1. M1beuunsLLre

Uwnnunpwuuwnpuwihtu dhongubip (wywnpnwiubip b dhypnwywnnpniuutip), ninunpubiph
dnunpp pnyjwnpbint jwd vwhdwuwthwybiine uywwnwyny wynnnpwuuwnpuwihu dhongubiph
nnubph dnn whiwnp £ nbnwnpytu Jwihnwwnpubpny Ywnwywpnn nintithwyngutin:

NuinGthwyngubipp  hwunhuwund  Gu  punhwunyp  hwdwlwpgh  pwnwnphs dwu L
Uwluwwnbuwsd Gu wwywhnybne ninunph dnwnpp (dhypnwydunnpnwubpnid bwl' Bpp) wdunpnu:

NinbGhwyngubpp wbwp  Ywnwlwpybu Juihnwwnpubph Ynndhg' wjupupt pwgybu b
wwwhnybu  ninunpp  dnunpp  wpwuuynpuwhu - dhong'  pwgwnwwbu - Juijhnwwnnphg
hwldwwwwwufuwtu  hpwhwug unwuwint nbwpnwd:  Wu  npwluwynpnwiht  dhongubipp
(hpduwlwund® dhypnwywnpnwuubpp) npunbin ninunpp dnwnpp b Gipp hpwlwuwgynud | dhliunyu
nnuhg wbwp £ wbnunptu wjuwyhuh ninbGgwyngubin, npnup htwpwynpniginiu Yniubuwu
wwwhnybiint bwb ninunph Gpp wpwuuwynpunwihtu dhonghg: Ninunph dnwnph b Gph ntidhdny
wotuwwnbnt nbwpnw ninGthwyngubipp wbivp £ twl wpdwuwagpbu nmpwuuwynpunwihu dhonghg
nntpu - BYynn nnunpubph phdp  (pun' dwdwuwlyph U Ywugqwnwybwp'  wnbnuuph) L
wbnGywwnynypintup thnfjuwugbu Juihnwunpubiphtu, tywwwyu § juwfunndubpp pwgwntint
uwywwnwyny hwdbdwunb| tunnn b hounn ninunpubph phyp (wbwp k£ |huph unyup), huswbu twl
wpdwuwagnpt]  uwhdwuynn  dwdwuwywhwwndwdnd  wnpwuuwnpuwiht dhongnid  gunuynn
ninunpubiph ehdp, npp huwpwynpneintt Yuw hpwlwuwgynn gbpndnigjwu hhdwtu Jpw
hwdwwywwwufuwuwpwp YyGpwuwt) gnpdnn Gpeninwiht gwugp:

Ninbthwyngubpp whwp E niubuwu hbnbw| huwpwynpnyeniuubpp’
- Ywihnwwnph htwn gniquhbn wofuwwmbine huwpwynnpnipe)ntu,
- dnpudwdnpwiht hpwyhbwyubipnd Yunwywnybiint huwpwynpniejniu,

- Minunpwhnupp pwg Ennutint ntidhdutiph hpwlwuwgnid. «dhwju dntinph hwdwp», «dhwju Giph
hwdwp» W «dnwnph b Giph hwdwp»:

6.2, YULPAUSNPLLENE

Jwihnwwnpubpp hwunhuwund tu hwdwlwpgh Ywplnp pwnwnphsubphg deyp L
Uwfuwwnbuwsd tu wnnduwjhtu Yphsubiph W pwulwiht pwpwnbiph dhongny inindubiph uytipwgdwu
hwdwp: Ywihnwwnpubpp wbwnp E niubuwu hbunlyw) $niuygnhnuw) huwpwynpnipyniuubpp’

- Stnbywwndwywu gniuwynp Eypwu’ wnudwqu 5 nynyd,

- Sndubipph (Mifare, NFC, EMV Contacless pwulwjhu pwpwinbph W poowjhu uwpptiph yéwpwjhu
hwybjwsdubph, QR code) wpnwint huwpwynpnipinit’
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- UbY nipubiph uywuwpydwu dwdwuwyp swybwp £ gipwquugh 0,7 Jujplywup' wulwfu
wnnduwjhu Yphsh wnbiuwyhg,

- QR code wninduwjptu uywubph $nynwwihtu funpniginiup wbivp L hup 0-10 ud wdpnng
whpnyend’ winduh nhpph 30-hg dhusk 270 wuwnpbwu phpniyejwu nbwpnud  Gpynt
hwppenLentuubpnud,

- Gnpdnnnipjwl punhwwnnud b dwjuwiht wgnwuowuh htwpwynpnieiniu wju nbwpnid,
Gpp Jwihnwwnph dnwn dhusl 8ud hGnwynpnigjwu Yypw dhwdwdwuwy hwjnuwpbpyh
Utyhg wytih wnduwyht Ynhguibin,

- Ugqnwupwuh huwpwynpnipnt ng wpnnuwgpywd dninpbiph nbwpnud,
- Eypwuhtu yhnbin hninquyubp gnigunpbiint huwpwynpniejniu:

6.3 GuLaUMUL-OMErusSNPLErp UUML-UUreudnNrNrULENC

Quudwwwh-owbpwwnputiph dnn wnbnunpqws  hwdwywpgp twfuwnbujwsd L
JéwpnuwiuGp punnwbn, dGlwuqudjw (QR code) windubp Jwbwnbint W Mifare pwpwnbp
wpwdwnpbint wd  Jbpwihgpwynpbint hwdwp: <wdwlwpgp wbwp £ niubuw  hGunbyw)
huwpwynpnieniuubpp’

- Pwulwjhtu pwpwntipny éwpnd punniubiint huwpwynpnieiniu (Uwble ng hynwwihu pwpunbipny
PayWave, PayPass),

- Upnundbuwmwjht pwpunbip (Mifare) impwdwnpbijnt huwpwynpnientu,

- Uudbwp bGppUubynigjwu (Mifare) pwpubp (Yyuwjwlwuubp) gpwugbine bW wpwdwnpbnt
huwpwynpniejntu,

- Upnundbuwnwjht pwpuibiph (Mifare) |hgpwynpdwt htwpwynpniejniu,
- Uijwugwdjw (QR code) tnndu tnpwdwnptnt,
- Ywufuhy gnudwph wwhwywudwu npwdwpyn,

- <Y Yupnup npwdwnpdwt  htwpwynpniginiu, npp jhwdwwywwnwufuwuh  <wjwunwuh
Cwupwwbiwnniejwu opbuunpniejwu wwhwugubiphu,

- Cnuwupwgpyybinig htivn wnujwqu 2 dwd wofuwwnbint huwpwynpnipjniu:

6.4. YBUMrU3bhL SGrUbhLULLENME

Jbwpwjpu nbpdhuwjubpp twjuwwnbujwsé Gu wnndubpp Jwéwnph U wpnubdGunmwhu
pwpwtiph  |hgpwynpdwt  hwdwp: Yéwpwhu  wbpdhuwutpp wbwp £ nubuwu  hbGnlyw)
huwpwynpnieniuubpp’
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- Uijwugwdjw wnndu (QR code) npwdwnpbint,
- Upnubdbuwnwiht pwpuntipp (Mifare) |hgpwynptint b yGpwihgpwynntnt,

- Upnubidtuwnwjhu pwpunbiph yGpwpbinjw) mbnbwwnynipjwu gnigunpnud (npwdwnpnid) Eypwup
Ypw (hwdwn, duwgnnn),

- Ywulupy' €< npwdny Jéwpnud punniubne W dwupp (ubpwnyw’ dwupwnpwdp) ypwnwpaubn,
- Pwulwjpu pwpuntipny b poowihtu uwnptiph yéwpwjphu hwybiywdubpny yéwpnud punniubipne,

- WU Yupnu wnpwdwnptiing, npp jhwdwwywwnwufuwuh  <wjwunwuh Lwupwwbnniejw
opGuunpnipjwup,

- Cnuwupwgpyybinig htivnn wdbtuwphsp 2 dwd wofuwnbine:
Jdbwpwjhu wmbpdhuwubpp wbwp £ niubuwy’

- <hipdbwinhYy b 9pwnhdwgyniu Yunwwwp,

- Unudwqu 15 nynyd ubuunpwihu gniuwynp Eypwu:

6.5. UMNJ4EMU3hTL <ULGM3SL

- Cwdwlwpgh ubipybpwihtu hwugnygp wtwp £ niubuw hwjbjwihu Yunnigqwoép (2 hwwn hpwphg
wulwfu U upufupnuwgqwd gnpdnn  hwugnigubp'  Jnipupwugnp hwdwjupnd) b
hwdwwwwwufuwuh 1ISO 27000 unwunwpwnhu,

- Lwdwlwpgh  whywhu  Swupwpbnuwdnigjwu  dwdwuwly hwugnygh  ubpybpwipu
hgnpnipniuutipp wbwp £ dwupwpbnujwsd |hubu wnwybjwagnyup 50%-ndy,

- Ubpybpwjpu hwugnygp wbwp £ htwpwynpnieiniu niubtw wnuwqu 5 wwph wywhwwub]
wnyjwiubipp,

- dwdwlwpgp wbwp b wwwhndyph wnduiutph  wywhwywudwtu pwpép hnwwihnyginiu b
wudwnwugnipgnit’ ubpwnbind  YpYuwyh dnnnyubp' pninp Yppwnplwywu  hwugnygubipnid,
huswhupp Gu' hnuwuph utnigdwu pinYubpp, hndugnighsubipp, Ywnwdwpdwu dnnnyubipp,
ujwwnwlywihu nwpwlywowpbph nu uwywnwyubiph dnunpwjhu ninpubpp, wpwwphu SAN
guigtipht dhwgdwu Yuwh hunbpdtjuutipp (dhglipbuttipp) U wy) pwnwnphsutin, npnup Ywpnn
GU wqnb) wmyjwjubph wwhwywudwu hwuwubihnigjwu Yypw,

- Cwdwlwngp wbwp £ |huh wdpnnowlwu b ubpwnh nyjwiubph ywhywudwt hwdwlwnpgh
Ywnwywpdwu dnnnyubipp, Giph-dnunph hunbipdbuutipp (dhobipbuubipp), hwdwwwunwuluwu
hwwny uywywnwyutpp b npwug hwdwp twjpwwbujwsd nwpwlwowpp, Ywnwywpnn
Spwagpwihtu wwwhnynidp b npw hwdwp wuhpwdbion wpunnuwagptipp, hwdwygdwu b hnuwuph
(wpbpp, ubpybpwiht  wwhwpwuh db9 wnbnunpdwtu hwdwp  wuhpwdbion  dnunwdwhu
Inwlwqdp:

- Cwdwlwpgp wbwp £
56



- wwwhnyh wnyjwijutiph wnujwqu 99,999% hwuwubijhniejniu,

- nlubbw wnudwqu tpynt Yunwldwpdwu dnnnyubip, npnup woluwwnnid Gu Active-Active
nbdhdnwd b wwwhnynd Gu ndjwiubph wwhwwudwtu hwdwlwpgh wufuwhwt woluwnmwupp'

npwughg dtyp fjuwthwudwt nbwpnid:
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. <uvuuwurgp yure-vureddnrmivsMht LEPLU3USYNT SEluLhUULUL

nucuLLGre

1. J6wpwyht mbpdhuwiubp - 20 hww, nphg 10 hwwn® Gynudiph hwdwyupnud b 10 hwn'
Jwtwanp hwdwjupnid.

dbwpwjhu wnbpdhuwjubph wnbjuhjuluwiu hwnynpyniuubpp wbwnp L (hubu ng
wwlwu, pwi’

% Ubuunpwjhu Eypwu’
- Stuwyp' Touchscreen,
- Quithp' 9 ynyd,

% QR/Bar code mntuwyh inndu inwbint huwpwynpnipjniu,

% Mifare pwpubp Yupnwint b |hgpwynpbint huwpwynpniegyniu’
- Card reader: 1ISO 14443 A/B,

% Pwulwjpu pwpwuny yéwpnwd Yuwnwpbiint uwppwynpnid,

% 1SO 18092, EMVCo L1 & L2:

<< pnpwnpwdubkp b dbnwnunpuwdutp
- [Fnpwnpwdutiph punniudwu pniuybph tmwpnnniwwynieniup wbinp k£ |huh 1000 dhwynp,

- Ubnwnwnpwdubph punniudwu pniuybph vnwpnnniuwynieyniup wybiwp £ (hup 1000
dhwyn,
- Uinwnwnpwdubph yGpwnwpddwu pniuybph tnwpnnniswynieiniup wtinp £ jhup 1000
dhwyn,

- Stipdhtuw)p wtwp £ 20000 npwdwunghg dbGé pnrwnpwd spunntuh:

Undniuhlughnt dnunpbip b Gipbp
% 2 x RJ 45 Ethernet 10/100 Mbit
% 4 x USB 3.0
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Quithubipp

% gtwnuph dpw wnbnunpwsd Jypbwynw Ywuquwyubph htin dhwupt swihubpp wbiwp £
|hutu’

- pwpapntejniup - 1200-hg 1600dd.
- Gpywpnie)niup- 400-hg 12004d.
- (wjunipintup - 200-hg 8004d.

Luwp
% 30-150 yq

Cwhwgnpédiwt wuwjdwuubkpp
< Wluwwmwupwihu stipdwuwmnhéwup wbwp £ [huh -40° C-hg dhusl +40° C
% funuwynip)niup - <96%, >5%

ElEYwmpwlwunipyniup
< AC 220 V 50 Hz

Sknwnpdwu mhyp
* Gtwnupu

Muwnywunipjniup
< Cwywylwunwiwihu ubuunpwihu EYpwu,

s P34

Gpwluppp
% 2 nwph
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2. Quuswwwh-owybpwwnpubph npwdwpynp vwpp-uwppynpndutip - 10 hww, nphg
5 hwwn' Ynuiph hwdwjupnud U 5 hwn' Jwiwéanp hwdwjupnid.

Quudwwwh-oybpwwnnpubph npwdwpynh uvwpp-uwppynpnidubph wnbkjuuhjulwu
hwwnnipyniuubpp whwp k hubu ny wwlwu, pwt'

% POS

- Cwdwlwnghs Ywd dnunpiny,

- Unuhwnp,

- Cwbwfunpnhp EYypwu,

- Stpdnwphuwmbp' QR code mndubp nwtine hwdwnp,

- Uywuubp' QR code nindubip Yupnwint hwdwp,

- Pwuluwjhu pwpunbipny b NFC uwpptinny Jéwpnudubip punniubnt wnkpdhuwy,
- Mifare pwpwtipp Ywpnwint W [hgpwynptint huwpwynpnientu,

- Hpwdh ywhwywudwu wpyn,

- <"WU Yupnu inpwdwnpnn imbipdhuwiy,

EEywmpwlwunipyniup
- AC100-240 V 50 Hz

SEnwnpdwu mhyp
- ubnwuhu

Bpwatuhpp
- 2 lnwph

3. dwihnwwnpubip - 200 hww, nphg 100 hwwn' Yynuiph hwdwyupnd b 100 hwn'
dwuwdénp hwdwjupnud, nphg 10 hwwn wbwp £ &Gnp pkpgh unyu dpgnypeh
2powtwyubpned:
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Jwihnwwnpubph mbjuhluywi hwnynyeniuubpp wkwp k hubu ng ywlwu, pwt’

% 1 GHz

% Ram 2 GB DDR3

% Flash 16 GB U wytijh eMMC

% Display 5” TFT / IPS, brightness: 500 nit

+ Barcode reader: QR, AZTEC, DATAMATRIX, EAN

% Card reader: 1ISO 14443 A/B, ISO 18092, EMVCo L1 & L2
% 3 x SAM slots

% Internal loudspeaker

Undniuthwghntu dnunpbipp b Gptpp
-1 x R} 45 Ethernet 10/100 Mbit

- 3G/4G/LTE 1 SIM slot

-2xUSB 2.0 o GPS

Cwhwgnpéiwt ywydwuubkpp

< Upfuwwnwupwjhtu sbpdwumnpbwup whwp k |hup -20° C-hg dhusl +60°C,
< Mwhwywudwu gbpdwuwnhbwup whwp k (hup -30° C-hg dhusk +70°C,

< Wluwwmwupwihu funuwynipintup wbwnp £ (huh 20%-hg dhusl 85%,

< Mwhwwudwu funuwynieyniup whiwp £ |hup 3%-hg dpus 95%:

EEywmpwlwunipyniup

- LndhUw) (wpnudp 24 VDC (Nominal VDC supply voltage),

- Owbipwghnu (wpnup (Operating voltage) 10-36 VDC,

- Lndhuw| hnuwuph nwdp (Nominal current) 0.5 A,

- Lwpdwt nwwmwunwiubiph wywownwwuhsp (Over voltage protection),

- <nuwuph nidh lnwwnwunwdubiph wwownwwuhsp (Current spike protection):
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SEnwnpdwtu mhyp
- Ujunnpniunud b dhypnwyuinnpniuntd

Gpwytupp

- 2 lnwnhp

NunGthwyngp b Ywihnwwnpp Ywpnn Gu |hub) Gy uwpph Ywgdnid, wnydjw; nbwypnid
wnwudht ninbthwyngubp U wnwudhu  Jwihnwwnpubip G wwhwugdh: Uhwdwdwuwy
ninhwlyngh U Jwijhnwwnph' dbYy uwpph Ywgdnid jhubint wwpwgwind ninihwyngubiphu U
Jwihnwwnpubphtu ubpyuwjwgynn wwhwuoubinpn wbwp £ jhubu unyup' hus ninbihwyngubphtu U
Jwihnwwunnpubpht wnwudhu-wnwudht ubkipywjwgynn wnbluthywlwu ywhwuubipp:

4. Nintithwlngubip - 200 hww, nphg 100 hwwn' Yynuiph hwdwyupnd b 100 hwwn'
dwuwdénp hwdwjupnud, nphg 10 hwwn wbwp E &tnp pkpygh unyu dpgnypeh
2powtwyubpnud:

Nuntithwyngubtiph nbjuuhjulwu hwnlnpyniuutpp wkwp k hubu ny ywywu, pwi’
< Quithubpp’
- pwp&pnipyniup - 900-hg 1400xdd,
- Bpywpnyeyniup - 1000-hg  1300dd  (wnpwuuwnpuwihu  dhongh  dninph
Eplupnipiniuhg Yutujws),
- (wjunipintup - 150-hg 30044,
% Nintithwyngh pwgywdpp whinp k£ |hup 500-hg 6504du:

MunGthwyngubiph  swihubpp  twhitwywu  Gu, npwup jpwgnighs  Yhwdwdwjubgytu
Uwwnwlwpwp  Culbpnigiut hbn'  bywpwlywu  wdwnpnwubph  qudwu  gnpdpupwgp
wywnubng b Ywuwdénp hwdwjupnid ubipnpynn bppninuiht gwugh duwdnpdwi dwdwuwl’'
gwugnud gwhwgnpddwt  hwdwp  Uwfuwwnbudnn  wpwluwnpunwihtu  dhongutiph  whwh U
dwyuhoubiph hunwybigniihg htiwnn:

% Nnunph dnunpp (Gipp) Enyjwwnpnn' ninbithwyngp wbwnp £ nubuw pwgybint Yud
pwgybip dbpdbnt yGpwpbpnjw| gnigunpynn |ntuwjht wgnwuawuh huwpwynpnipntu:
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Stnwnpdwu nhwp
% Spwuuwnpunwihtu dhongh hwwnwyhu

Gnpwituhp

% 2 tnwnh

NunGthwyngp b Ywihnwwnpp Ywpnn Gu hub) Gy uwpph Ywgdnid, wnydjw; nbwypnid
wnwudht nintithwyngubip b wnwudhu  Jwihnwwnpubp G wwhwuoduh: Uhwdwdwuwly

ninihwlyngh b Jwijhnwwnph' dbYy uwpph Ywgdnid jhubint wwpwgwind ninhwyngubiphu U
Jwihnwwnpubphtu ubpyujwgynn wwhwuoubinpn whwp £ jhubu unyup' hus ninbihwyngubphu b
Jwihnwunnpubpht wnwudhu-wnwudht ubpbwijwagdnn nbluuhywlywu wwhwuoubipp:

5. Utpybpwjpu hwugnygubip - 4 hww, nphg 2 hwwn® nudph hwdwjupnud b 2 hwn'
Jwuwdnp hwdwjupnid.

Utpytpwjhu hwugnygutph wnbluhjulwiu hwwnynipyniuubpp wbnp L hubu ng
wwlwu, pwi’

DB server- punhwuntp punipwgph nbGluthlwywtu wwhwuoubipht hwdwwwwnwufuw,

Application server - punhwuntp punipwagph nbluthjwywtu ywhwugubipht hwdwwwwnwuluw,
Web Server - punhwuntp punipwagph nbuthjwlywu wwhwugubpht hwdwwwwnwuluwu:
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